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Abstract 
 
Globally, a common trouble is the inefficiency of security systems in cars, several vehicles are 

stolen for this reason every year. The purpose on this paper is to make an embedded system for 

vehicular security. This system has direct communication with a smartphone, adding some 

control systems manipulated by user. It has an electronic card, as embedded system, that makes 

communication work, control, data process and voltage source. The system has microcontrollers 

and satellite communication modules to improve its communication characteristics, making high 

efficiency. This way, we look to do a social work in the local area to prevent and recover vehicles 

with this trouble. 
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Resumen 
 
Uno de los principales problemas a nivel mundial es el hurto de vehículos particulares y la 

incapacidad, por sistemas de seguridad, para otorgar soluciones dentro de la misma. El objetivo 

de este trabajo es diseñar e implementar un sistema embebido de alarmas de seguridad vehicular 

por medio de tecnología GPS, GSM y Bluetooth para evitar el robo de vehículos. Se emplea un 

sistema embebido, para realizar las labores de comunicación, control, procesamiento de datos y 

alimentación requerida por el prototipo. 
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Introduction 

 

The continent with the highest number of vehicle 

thefts is America. México has a high rate of 

thefts, mainly involving mid-range vehicles, 

which often do not have integrated alarms. To 

prevent vehicle theft, it is recommended to 

install an alarm, where a highly desired feature 

is real-time location tracking. Another highly 

desired feature is a low-cost alarm, which most 

agencies do not offer as a viable option. These 

features provide greater confidence to the user to 

prevent their vehicle from being stolen. 

 

Wirarespati and Rasjid (2019) presented 

their system, which primarily operates with 

microcontrollers based on the Arduino platform 

and the use of a low-cost GPS, along with the use 

of the Android Studio Software Development 

Kit (SDK) for a mobile application. According 

to M’hand et al. (2019) the implementation of 

RFID technologies and GPS is more reliable. 

Therefore, the use of other architectures such as 

auto-ID technologies, QR code, Barcode, 

magnetic, etc., is proposed. 

 

Kiruthiga et al. (2015) created a security 

system capable of protecting a vehicle through 

fingerprint recognition, while simultaneously 

communicating the vehicle's location to the 

owner using GPS and GSM technology. All of 

this is achieved using embedded systems for a 

lower cost. William (2013) designed a system 

with GPS and GSM which can be installed in any 

vehicle, including motorcycles, due to its 

reduced size and portability. 

 

Ahmed (2024) joined similar 

technologies using Arduino and a GPS/GSM 

communication module to send the real time 

ubication via SMS to user. It is a new 

implementation using commercial devices to 

develop technology. Kristianto et al. (2023) used 

machine learning and IDSs to analize the in-

vehicle network to avoid attackers 

compromising the vehicle.  
 

Antonio et al. (2022) developed a low-

cost system implementing the technologies 

desired by users (GPS and GSM). Using these 

modules independently, they achieved 

satisfactory results without the need for a 

portable system.  

 

 

Other works have opted to use two 

microcontrollers together with low-cost 

commercial GPS and GSM modules. 

Satisfaction surveys show a low acceptance rate 

from users (Luis, et al., 2018). 

 

Some works implemented various types 

of embedded systems, as done by Danilo (2015), 

who used a Raspberry Pi with an Arduino Uno 

and communication modules. Although it has an 

attractive user interface, it significantly increases 

the cost of the vehicle alarm. Another project 

using two embedded systems is by Javier (2004), 

which implemented two commercial smartphone 

as embedded systems for a vehicle alarm. 

Despite having extensive coverage, it limits the 

capabilities to those of the cellphone used. 

 

This project anticipates a positive social 

impact on vehicles whose security is insufficient 

for users, providing an economically achievable 

solution. It supports society in addressing one of 

the main incidents occurring within the country 

by using electronic devices commonly used by 

the majority of the population and providing 

specific real-time information for vehicle 

recovery. 

 

Materials and Methods 

 

Embedded System 

 

The first step in creating an embedded system, 

practical, well-informed and accessible 

embedded system for prototype development 

was established, aiming to be robust and cost-

effective. The purpose of this system is to 

control the information received through 

communication modules, as well as to manage 

the actuators within the vehicle. 
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Box 1 
Table 1 

Features of Microcontroller 18F4550 

 

Characteristics Value 

Operative Voltage 3.7-6.5[V] 

Digital Pin 40 pins 

Analogic Pins 16 pins 

PWM 15 PWM pins 

Voltage I/O 5[V] 

Clock 8[MHz] 

EEPROM 4[kB] 
 

 

Communication Modules 

 

Regarding communication equipment, it is 

important to understand that WiFi or Ethernet 

communication is not feasible. Therefore, a 

system that could be accessible in different 

locations and connect to a smartphone network 

was analyzed. SIM800 module was considered 

for this purpose; however, among commercial 

components, the SIM808 was found, which 

includes encapsulated GPS and GSM modules. 

This module would provide the microcontroller 

a real-time location from the GPS. It would also 

handle receiving GSM communication and 

transferring it to the microcontroller, with the 

main advantage of being the serial 

communication used by the module. 

 

Test Vehicle 

 

For the selection of the vehicle, an example was 

chosen from those with a high percentage in theft 

statistics and one that could be used for testing, 

selecting a 2017 Aveo. Based on the study by 

Antonio (2022), the following points of low 

security were identified: 

 

- Low inherent factory security.  

 

- Electric locks. 

  

For the preliminary tests, the glove 

compartment was considered as the storage 

space. The temperature of the space was also 

measured at different times to understand the 

operating capabilities of the system (Table 1). 

 

Installation Location 

 

Based on the analysis, the location is considered 

appropriate for the placement of the embedded 

system, as the internal temperatures of the 

vehicle do not exceed the maximum operating 

temperatures of the electronic components used 

in the system.  

Table 2 shows the temperatures of the 

installation location taken at different times a 

day, it is worth mentioning that this was 

conducted in summer. 

 

Box 2 
Table 2 

Internal temperatures 

 

Time (minuts) Temperature 

09:00 20°C 

12:00 29.4°C 

14:00 31.1°C 

16:00 29.0°C 

18:00 23.9°C 
 

 

One more feature for which the space 

was selected is the material of the site. To avoid 

electronic damage, proximity to any metal that 

could cause a short circuit or interfere with the 

signal required for the GPS and GSM modules 

was avoided. The glove compartment is entirely 

made of plastic materials, which provides direct 

insulation for the components of the embedded 

system, making it one of the most convenient 

locations for installation. 

 

As a test feature, the integration of a 16x2 

LCD screen is considered to visualize steps and 

operating stages, as well as to evaluate 

functionality and provide a display for the user. 

 

Actuators and Power Stage 

 

The vehicle has electronic door locks, which 

were modified and replaced to enable their 

activation. These locks are commonly used in 

vehicles that have modifications, as their 

characteristics and similarities in piston stroke 

and size allow them to easily replace those 

installed by the manufacturer, which was 

convenient for the system. 

 

Box 3 
 

 
                    a)                                       b)    

 

Figure 1 

a) Actuator. b) Relay module 
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For the use and implementation of the 

actuators, an ON/OFF control was designed to 

monitor the corresponding actuators. This was 

achieved using a bank of 4 relays with the 

specifications shown in Figure 1 b). 

 

Android Studio was used to develop the 

mobile application because it allows selecting 

the Android versions compatible with the 

vehicle alarm, providing a more limited range of 

available devices, which in turn increases the 

security of the alarm. 

 

Methdology 

 

To conduct preliminary tests and debug any 

connection issues, a development board 

(protoboard) was used. Additionally, 

communication tests were performed with the 

SIM808 module and the voltage regulator. At 

this point, the embedded system worked 

correctly, making it feasible to install it in the 

selected vehicle using the same power source, as 

shown in the Figure 2. 

 

Box 4 
 

 
 

Figure 2 

Diagram conections of vehicular system 

 

Additionally, the necessary connections 

were made with the corresponding actuators of 

the system. This way, the vehicle is equipped 

with a functional alarm capable of tracking its 

location in real time. 

 

The system is powered by the battery 

vehicle, with the system's operational 

consumption measured at 24mV, ensuring that 

the system will not be affected nor impact the 

vehicle's operation or control panel 

characteristics. 

 

 

With the developed system application, 

some characters were selected to perform the 

activations, which were displayed if received the 

information by the system (Table 3). 

 

Box 5 
Table 3 

Message from mobile App 

 

Action Message 

Ubication * 

Down window @ 

Up window % 

Unlock doors & 

Lock doors ¡ 

 

As the first functionality test, the 

SIM808 module was used along with a TTL as a 

means of communication between the SIM808 

module and the computer. In this way, AT 

commands were sent to observe the module's 

response. As shown in Table 4, the module sends 

a response to any AT command. 

 

Box 6 
Table 4 

AT commands and actions from comunication module 

SIM808 

 

Comando AT Función 

AT+CMGF=1 Activate GSM 

AT+CMGS=\"+524424501556\" Number to send 

SMS 

AT Verify connection 

AT+CGPSPWR=1 Activate GPS 

AT+CGPSSTATUS? Verify GPS 

conection 

AT+CGPSINF=0 Take ubication 

AT+CGPSPWR=0 Deactivate GPS 

AT+CMGD=1 Errase SMS 

AT+CMGR=1 Verify available 

message 

 

 

With these commands sent manually 

through the TTL and with the application, the 

successful sending of messages with the 

vehicle's coordinates was observed (Figure 3). 
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Box 7 
 

 
 

Figure 3 

Results from embedded system. 

 

The next step is to test the application's 

responses where it can graphically display the 

locations. This is achieved through another 

activity of the application. As shown in Figure 4, 

we can see the location of the embedded system 

on a map with a pin placed to better appreciate 

the details. 

 

Box 8 
 

 
 

Figure 4 

Ubication in mobile App. 

 

With the tests performed and the 

functionality results, the prototype was 

improved by developing a user-friendly 

interface with versatile features, as well as using 

a system soldered on a board. 

 

  

Results 

 

The final connection diagram can be seen in 

Figure 5, which includes the components used. 

 

Box 9 
 

 
 

Figure 5 

Final conectios of embedded system. 

 

Figure 6 shows the embedded system 

with the corresponding connections to the 

vehicle, the communication modules, the power 

stage for the actuators, the microcontroller, and 

the main power supply of the embedded system. 

 

Box 10 
 

 

Figure 6 

Embedded system in vehicle. 

 

Once the embedded system was 

installed, it must follow a startup sequence. This 

sequence is illustrated in Figure 7, indicating that 

a message is sent to the user upon completion of 

the startup sequence, afterwards it waits for a 

message to perform an action. 

 

 

 

 

 

 

Usuario 
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Box 11 
 

 
 

Figura 7 

Boot sequence flowchart 

 

One of the most important steps in the 

flowchart is to connect with the satellites to 

obtain the vehicle's location. For this, 

synchronization time tests were conducted, as 

reported in Table 5. 

 

Box 12 
Table 5 

Connection time with satellites. 

 

Times connected Connection time with satellites 

1 23 min 

2 13 min 

3 17 min 

4 13 min 

5 15 min 

6 15 min 

7 16 min 

8 14 min 

9 21 min 

10 16 min 

 

Subsequently, tests were conducted with 

additional actions for the vehicle alarm (Table 

6). Average response times for each action were 

also recorded in Table 6, identifying positioning 

as the task with the longest time. 

 

Box 13 
Table 6 

Answer time in action. 

 

Action Mean answer time 

Unlock doors 2.5 min 

Look doors 2.5 min 

Up windows 2.3 min 

Down windows 2.1 min 

Ubication 4.7 min 

By comparing the embedded system, a 

commercial vehicle alarm, and the location 

obtained by a mobile device, the results shown 

in Figure 8 were obtained. It can be seen initially, 

it has lower accuracy because it starts sending 

location data connected to only 4 satellites, but 

its accuracy increases over time. 
 

Box 14 
 

 
 

Figure 8 

Ubication comparison. 

 

You can see the first level of security and the 

main menu of the mobile App in Figure 9, 

highlighting a user-friendly interface. 

 

Box 15 
 

 
                    a)                                       b)    

 

Figure 9 

a) Initialized mobile App. b) Main menu mobile App 
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Conclusions 

 

The embedded system, together with the 

developed application, reduces the price by 20% 

compared to vehicle alarms with similar 

features. 

 

The embedded system provides great 

accuracy in its location, with an error margin of 

5 meters. Despite, there are opportunities for 

improvement, such as reducing the size of the 

embedded system by using surface-mount 

components. Similarly, the response time can be 

reduced by using the full information frame 

provided by the SIM808 module. 
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