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Abstract 

This research work contributes to the understanding 

the possibility of exercising the right to privacy, in 

the era of the imperative use of digital forensic 

evidence processing, in today's complex society 

called "information and knowledge society". Thus, 

through a transdisciplinary and analytical approach, 

from the technological and legal dimensions, the 

problem that empowers the possibility of exercising 

the human right to privacy is addressed, in the 

framework of communication networks observed 

through forensic processing tools, which are 

inevitably part of our current social reality. 

Human right to privacy, Exercise the right to 

privacy, Information and knowledge society, 

Processing of digital forensic evidence, 

Transdisciplinary, Forensic, Complex approach 

Resumen 

En este trabajo de investigación se busca contribuir a 

la comprensión de la posibilidad del ejercicio del 

derecho a la privacidad, en la era del imperioso uso 

del procesamiento de evidencia forense digital, en la 

sociedad compleja actual denominada “sociedad de 

la información y el conocimiento”. Así a través de 

una aproximación transdisciplinaria y analítica, 

desde las dimensiones tecnológica y jurídica, se 

aborda la problemática que faculte la posibilidad del 

ejercicio del derecho humano a la privacidad, en el 

entramado de las redes de comunicación observadas 

a través de herramientas de procesamiento forense, 

que forman inevitablemente parte de nuestra realidad 

social actual. 

Derecho humano a la privacidad, Ejercicio del 

derecho a la privacidad, Sociedad de la 

información y el conocimiento, procesamiento de 

evidencia forense digital, Transdisciplinario, 

Forense, Enfoque complejo 
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1. Introduction 

 

The right to privacy is explicitly stated in Article 

12 of the Universal Declaration of Human 

Rights (UDHR) of 1948, which states: 

 

"No one shall be subjected to arbitrary 

interference with his privacy, family, home or 

correspondence, nor to attacks upon his honor 

and reputation." 

 

Given the contrast between the norm and 

the facts, several questions arise, one, essential 

is to ask, how much the right to privacy is really 

exercised (Pfeffer, 2000), when in voice and/or 

data communications networks (Sanchez: 2016), 

such as telephone networks or the Internet data 

network, the phenomenon occurs in which users 

with the need to be communicated and or 

connected online, can be subjected to arbitrary 

interference with their privacy (Megías-Quirós, 

2002), without them even knowing it 

(Erlichman, 2021). 

 

This is largely due to the inherent 

characteristics of the systems that mediate such 

communications, which were designed to 

transact communications in the networks, but at 

no time were they intended to provide privacy 

(Sánchez, 2016), and therefore, in order to 

satisfy the need for communication, traceability 

can be generated at any time in those systems. 

Thus, faced with this, users can do little or 

nothing, since, although they may be concerned 

about privacy (Guzmán & Sánchez, 2022) and 

the exercise of the right to privacy, and its close 

link with the right to privacy (Cobos-Campos, 

2013), simply stating that they are concerned 

about their privacy is not enough in the 

networks, but they should act to obtain it. 

 

Likewise, given the need to be online, the 

promiscuity with which the networks are 

developed, and given the lack of use of 

mechanisms that give certainty of privacy in 

these, because they are not regulated, the ideal 

can hardly be achieved, and it could even be 

thought that the concern for privacy does not 

exist in the users of the networks. This is because 

all network users, who need or want to use them, 

by the fact of satisfying this need ipso facto are 

forced to behave as if they were not concerned 

about the exercise of their right, unless they stop 

using them, leaving them totally vulnerable and 

in a state of defenselessness (Megías-Quirós, 

2002). 

 

From the above the relevance of this 

research so that, through a transdisciplinary and 

analytical approach, from the technological and 

legal dimensions, the problematic that empowers 

the possibility of the exercise of law in the 

framework of communication networks 

observed through forensic processing tools, 

which are inevitably part of our current social 

reality, is addressed. 

 

2. Theoretical framework 

 

In the network domain, the exercise of the right 

to privacy (García: 2013), specifically in the case 

of voice and/or data communication networks, 

partially overlaps with the security that is 

attached and embedded in the networks, that is, 

the exercise of the right to privacy overlaps with 

the basic principles of network security, because 

it is through the achievement of such principles 

in a particular network, that a network is 

operated and enabled with more or less security. 

 

 Unfortunately, achieving the above 

depends to a great extent on the economic 

capacity of the entity interested in its security, 

because although they are "principles", in 

practice they translate into specialized 

technology components, such as antivirus, 

firewalls, intrusion detection systems, virtual 

private networks, end-to-end encryption 

technologies, among others, which are 

additional to the general infrastructure that must 

be added to the networks, as the only signs that 

seek to put into practice the exercise of the right 

to privacy in its "network section", certainly 

without much awareness of those who 

implement them, that through them they are 

seeking the exercise of a right, when an 

organization, institution, person or group, are 

users of communications networks, or the 

Internet network of networks, and are also 

observed through forensic processing tools. 

 

 The principles, superimposed on the 

exercise of the right to privacy (Tohá, 2022), 

from its technological definition are: 

 

 Confidentiality.  

 Integrity. 

 Availability. 

 Authentication. 

 Non-repudiation. 
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Although the use of technological 

infrastructure of specific purpose, as elements of 

use to provide the principles (Barrientos, 2021), 

and therefore exercise the right, being 

superimposed can help, they are not strictly 

guarantors of the exercise of the right to privacy, 

since by "controlling" only sections of the 

network, potentially in such sections it is 

guaranteed. 

 

However, when "surfing" outside such 

control tracts, the guarantee of the execution of 

such principles never exists (Martinez et.al., 

2021), because it is not anyone's obligation to 

provide such security -legally speaking 

(Valdivia, 2022)- and in such environments one 

can be indiscriminately exposed to be observed 

through forensic processing tools. 

 

Despite the fact that, at least in the 

controlled section, one can be certain that, since 

"the principles" have been expected and outlined 

for the traffic of controlled networks, there does 

exist a certain degree of security, as well as the 

protection of the information in the network 

under control, and therefore the apparent 

exercise of the law (Vergès, 2022). 

 

Not so in the voice and data 

communication networks that connect the 

controlled networks and certainly the 

uncontrolled ones, in a single network called 

Internet network (Blanco et.al., 2022), 

vulnerable to all kinds of active tools and even 

all kinds of forensic processing tools that 

contribute to the observation of any malicious 

entity. 

 

3. Development 

 

As is clear from security principles, privacy can 

also take the form of such principles, that is, 

seeking privacy through confidentiality, 

integrity, availability, authentication, and non-

repudiation within voice and data 

communications networks. 

 

This is because the right not to be 

subjected to unauthorized invasions of privacy 

by government, corporations or individuals, 

through the implementation of the principles in 

the networks, is part of the practices with which 

they seek to provide privacy in many countries 

and, in some cases, have even made them part of 

their laws and political constitutions of such 

nations. 

 

Because relating to the exercise of 

practical privacy, the day to day, it is feasible to 

locate that, in the business world, a person or 

group of people can freely and voluntarily offer, 

for example, personal data that may compromise 

their privacy, even advertising, this may well be 

to receive some kind of benefit or even by simple 

conviction. 

 

In fact, public servants, in their sphere as 

public figures, may be subject to public interest 

norms, as it is in the case of Mexico, and those 

norms may potentially compromise the exercise 

of the human right to privacy of such servant 

(Larsson-Argentin et.al., 2022). This is because 

personal information that is shared "voluntarily", 

in attention to the rules, but is subsequently 

misused, either because it is exposed to them 

according to the rules or stolen, this can lead to 

violate the human right to privacy of the 

individual (Vintimilla-Pérez, 2022). 

 

With the intention of gathering empirical 

evidence on the fact that, given the need to be 

communicated, online, and the promiscuity with 

which the networks are developed, a search has 

been made and "news" has been collected, in 

which it is evident the traceability that is 

achieved in the networks by the mere fact of 

being connected. This evidence seeks to 

illustrate that users of voice and data 

communication networks, by the simple fact of 

being "connected", are subject to arbitrary 

interference, without people knowing it or being 

able to exercise their human right to privacy: 

 

In a first issue it is evident: 

 

 "Security authorities of the State of Mexico 

indicated that they had been following his trail 

since last week. They detected the IP of the 

publications on Facebook, but the key to his 

capture was the tracking of the cell phone" 

(Milenio, 2020). 

 

The note states that although this is a 

person who is presumed to have committed 

illegal acts, in fact "the authorities" have 

subjected him to arbitrary interference, for 

making use of the network, detecting the IP 

addresses (Internet Protocol or Internet Protocol) 

when he connected to Facebook. 
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 In addition to making a parallel tracking 

of the cell phone network, that is, his voice and 

data communications were subjected to arbitrary 

interference violating his human right to privacy, 

by the mere fact of making use of 

communications networks and that they were 

being observed through forensic processing 

tools. 

Another matter relates: 

"Investigation police followed him closely 

and detected his locations when he connected to 

the free wifi network of the CDMX. On the 

weekend he had the luxury of attending a metal 

music concert, the Knotfest; the GPS detected 

him at that point near the Oceania subway, 

where the festival was held. In his social 

networks he pointed out that he liked bands like 

Cannibal Corpse and Nightwish (he recently 

shared the song Kinslayer)" (Infobae, 2019). 

In this, it is clearly stated that 

"investigation police" followed the person and 

located him through the connections that he 

established in the "free wifi network of the 

CDMX", this means that such network, in 

addition to providing connectivity to users or 

groups of users who decide to use it, provides 

information, which in this case is used for 

investigations and inquiries, but not for this 

reason it is evident that users of such networks 

are subjected to arbitrary interference with their 

privacy, violating their privacy, provides 

information, which in this case is used for 

investigations and inquiries, but this does not 

mean that the users of such networks are 

subjected to arbitrary interference with their 

privacy, violating their right to privacy. 

In another note it is stated: 

"A few days ago I received a call from a 

very distressed acquaintance because her 

boyfriend had been missing for several hours 

and from his Facebook chat he had sent her a 

strange message. She asked me if I could help 

her identify the IP of the Facebook session at the 

time the message was sent and then try to identify 

its geographic location" (Gender and Tech 

Resources, 2016). 

Here the intention is to locate a "missing 

person", warning that, given the presumed use of 

the social network Facebook by the missing user 

in his last message, in an attempt to give a clue 

about his whereabouts, thereby implicitly 

revealing from where it was sent, and this would 

allow him to locate the place, because he did it 

through a communications network in which 

such message is traceable. The foregoing again 

warns that users of such social networks are 

subjected to arbitrary interference with their 

privacy, violating their right to privacy by the 

simple need or taste for use. In fact, it is worth 

not forgetting the phrase that appeals to ethics, 

which states that "the end does not justify the 

means". 

And descriptively there is more evidence 

of violence to the right to privacy, to say: 

"In the following tutorial we will indicate 

the steps we followed to achieve this. It should 

be noted that these steps depended on knowing 

the password of the Facebook account and that 

of his personal email, we were therefore able to 

locate his IP because we had access to this 

information which is usually private and highly 

sensitive. Therefore, we want to emphasize that 

the type of process detailed in this tutorial would 

only make sense in emergency cases such as the 

one we describe, a loved one disappears and 

tries to send us a message through a device 

connected to the internet" (Gender and Tech 

Resources, 2016). 

Again, although the feasibility of being 

able to locate from which point the last message 

was sent, derived from the fact that 

"information" that is catalogued as "private and 

highly sensitive" was known, certainly what is 

evident is the fact that through the network it is 

possible to locate the IP of any user that makes 

use of the same, by the simple and plain fact of 

connecting and sending a message through a 

device connected to the Internet, which reiterates 

what has been reiterated so far, all users of the 

networks, social or not, are subjected without 

distinction to arbitrary interference with their 

privacy, by the simple fact of making their 

connection, because that is the nature with which 

such networks achieve communication, 

violating their right to privacy. 



5 

Article                                                      Journal of Information Technologies and Communications 
 June, 2023 Vol.7 No.17 1-10 

 

 ISSN 2531-2200 
ECORFAN® All rights reserved 

ORTEGA-LAUREL, Carlos, SIMENTAL-FRANCO, Víctor Amaury 

and LÓPEZ-MALDONADO, Guillermo. The exercise of the human right 

to privacy in the era of the use of digital forensic evidence processing, in 

Mexico. Journal of Information Technologies and Communications. 2023  

But more evidence can be found that 

through voice and data communication 

networks, the right to privacy is vulnerable in the 

era of the inescapable use of voice and data 

communication networks, as shown in the 

following note: 

 

"After the atrocious looting that took place 

in various commercial stores in the Valley of 

Mexico, state elements and Cyber Police 

detected more than 10 Facebook profiles of 

young people engaged in theft. 

 

The gangs of robbers agree through the 

social network Facebook or through Whatsapp 

groups to commit crimes in stores or 

supermarkets... 

 

For this reason, authorities of the State of 

Mexico and Cibernética revealed that they 

already have identified 11 Facebook groups and 

45 profiles, who organize the looting and incite 

several groups of young people to carry out the 

same process in several points of the country. 

 

Meanwhile, elements of the Cybernetic 

Police also detected three profiles of young 

people on Facebook, who are considered to be 

the leaders and organizers of the 19 lootings 

registered during the last 48 hours in 10 

municipalities of Mexico City" (Infobae, 2020). 

 

Although in the note that is rescued, it is 

reported that the privacy sought in the case of 

young people, is to keep private their criminal 

activity, since allegedly they are engaged in 

theft, not for that reason it is again documented 

and evidenced that is violated, through what is 

referred to as "detection", the exercise of the 

right to privacy, in the era of the inevitable use 

of voice and data communications networks, for 

the purposes that each person or group of people 

decide. Seeking to give a twist to the type of 

purposes for which the use of communications 

networks is made, even in other latitudes, the 

following is located: 

 

 "Since Twitter is blocked in China, 

many of the accounts accessed the website using 

Virtual Private Networks (VPNs). However, 

some accounts accessed Twitter from specific, 

unblocked IP addresses from China. The 936 

accounts located by Twitter were the most active 

in the campaign, but the network includes some 

200,000 accounts dedicated to sharing content" 

(Aristegui noticias, 2019). 

While this news, speaks of the 

dismantling of a disinformation network on 

Facebook and Twitter, aided by a well-organized 

group of people, whose purpose was to conduct 

a disinformation campaign against protests in 

Hong Kong, from China, not for this reason, 

giving the reading from the perspective of the 

right to privacy, The same news item also shows 

that the conspirators' right to privacy is 

potentially violated in the Facebook and Twitter 

networks, by establishing that they entered 

Twitter from specific and unblocked IP 

addresses from China, and that these were the 

most active in the disinformation campaign. 

 

A note pointing in the same direction as the 

above is the following: 

 

"Facebook removed 32 accounts and 

pages it points to as having been set up to 

influence the U.S. midterm elections in the 

United States, scheduled for next November.... 

 

The "bad actors" went much further to 

cover their tracks than the Russia-based Internet 

Research Agency (IRA) did in the past, 

Facebook said. 

 

This included using virtual private 

networks (VPNs) to hide your location, and 

using third parties to run advertisements on your 

behalf. 

 

In addition, the social network said it had 

found no evidence of Russian IP (internet 

protocol) addresses. 

 

It did, however, find a link between IRA 

and the new accounts..." (BBC, 2018) 

 

Although the note, relates a better 

orchestrated maneuver, with the use of virtual 

private networks to elude the tracking of internet 

addresses (IP), as all the previous ones reveals, 

that when the use of communication networks is 

available, there is no technology, neither VPNs, 

that gives certainty of obtaining privacy, 

Therefore, the exercise of the right to privacy in 

the era of the unavoidable use of voice and data 

communications networks, something that can 

even be called ambitious, because it is a human 

right, but impossible to operate in 

communications networks given their 

promiscuous nature and that at all times is being 

observed through forensic processing tools. 
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And it is precisely this promiscuity of the 

networks that is used to commit abuses, such as 

the one described in the following: 

"The Argentine Federation of Associations 

of Travel and Tourism Companies (FAEVYT) 

announced that in about 15 days it would file a 

lawsuit against Facebook to demand that it 

automatically delete those profiles in which it is 

proven that the sale of tour packages or tickets 

in the country is carried out without an enabling 

file.... 

...a systematized modality is needed to 

"eliminate forever" this practice: that Facebook 

deletes the profiles by the IP of the informal 

seller" (Hosteltur, 2019). 

While the note points out that a lawsuit 

will be filed against the giant Facebook to 

demand it to use its technological power to 

enable social networks, to automatically delete 

those profiles that violate a rule, that is, in which 

it is proven that the sale of tourist packages or 

tickets, in particular, is being made, without an 

enabling file that makes it legal, the analysis of 

the simple request makes it unquestionable that 

in order to have such power, the right to privacy 

of the users or groups of users must be violated, 

who, given the prevailing use, have no other 

option but to submit, even if this means 

compromising their human right to privacy. 

An additional case of subjugation, which 

occurs in voice and data communication 

networks, is the following: 

"The so-called Criminal Investigation 

Directorate of the Police (Dijin) carried out the 

investigation within the framework of the so-

called "Operation Raptor", jointly with the 

International Criminal Police Organization 

(Interpol) and the Attorney General's Office. 

Among the information found, 600 IP 

addresses (a unique and unrepeatable number 

with which a computer connected to a network is 

identified) were detected in eleven cities in 

Colombia, 300 records in cities such as Bogota, 

Cali, Medellin, Cucuta, Cartagena and 

Bucaramanga. 

According to the Dijin, in a press release, 

"300 records and 100 e-mail addresses were 

analyzed, which allowed the identification of 80 

users of these networks" (Semana, 2010). 

Consistently the same is described, 

network users through their IP addresses are 

fully identifiable, they are necessarily forced to 

cede control of their privacy to those who 

sponsor and manage communications networks, 

there is no other option, if you want to be a user 

of them you have to give up the exercise of the 

right to privacy, since there is no way to establish 

communication without the identification of the 

communicating entities, and since nowadays the 

use of communications networks, voice and 

data, is practically unavoidable, one is ultimately 

subjected to arbitrary interference with their 

privacy. The promiscuity with which networks 

operate, due to their technological nature, is 

always present and latent, which can be 

validated with proposals such as this one: 

"As soon as we access the application it 

will start scanning the network to which we are 

connected, it looks at the IP address of the 

network and then calculates the maximum 

number of hosts that can be connected from the 

subnet mask. 

Once this is done it starts sending 

requests to all the IP addresses calculated in the 

previous step and stores all the responses. So the 

larger a network is, the longer it will take to 

show all the information, although we can see it 

as it collects it" (Joshelu, 2013). 

This is, in essence, what is described is a 

network scanner for Android, where it will be 

enough to be connected to the network to be 

scanned to obtain all the information of the same, 

without the other users even knowing what is 

being perpetrated, let alone having the power to 

exercise their human right to privacy, there is a 

total invasion by the technological provision 

itself. And, of course, it is not that nobody is 

aware of this, but that they are actually 

overwhelmed, as in the following case: 

"One of the most striking aspects is how it 

achieves session theft for Facebook, as Mark 

Zuckerberg's company has security measures in 

place to block any suspicious login attempts, 

such as IP addresses, devices and browsers that 

have never been used to log into the platform 

before. But this malware solves the problem by 

leveraging a functionality called 'Youzicheng,' 

which creates a proxy server on the infected 

device to spoof the account owner's geographic 

location to make login requests appear 

legitimate" (Tobaria, 2020). 



7 

Article                                                      Journal of Information Technologies and Communications 
 June, 2023 Vol.7 No.17 1-10 

 

 ISSN 2531-2200 
ECORFAN® All rights reserved 

ORTEGA-LAUREL, Carlos, SIMENTAL-FRANCO, Víctor Amaury 

and LÓPEZ-MALDONADO, Guillermo. The exercise of the human right 

to privacy in the era of the use of digital forensic evidence processing, in 

Mexico. Journal of Information Technologies and Communications. 2023  

That is, in which it is described, through 

the impersonation of the identity "the malware" 

takes control of any Facebook session, and once 

in the same, it is no longer talking about the loss 

of the exercise of privacy as a human right, but 

in the described matter even manages to 

impersonate the identity and derived from such 

impersonation, whoever performs it can exercise 

the right to privacy, as if it were the former, 

totally succumbing the free exercise of the same 

in the era of the unavoidable use of 

communication networks. 

 

In addition, there are notes that support the 

assumption under investigation and that warn 

that the networks are full of scammers and 

deceivers who use chain messages that, when 

copied and pasted, as the note itself warns "will 

not serve to protect the content of our social 

networks against an alleged use by Facebook or 

Instagram", and this is because the makers of the 

networks, such as Facebook, Twitter and / or 

Instagram 

 

"... own the intellectual property (IP) of 

what is uploaded to the social network, but 

depending on their privacy settings and 

applications, users grant the social network 'a 

non-exclusive, transferable, sublicensable, 

royalty-free, worldwide license to use any IP 

content posted on or in connection with 

Facebook (IP License)'" (Security, 2019). 

 

 This certainly violates the exercise of 

the right to privacy, because taking advantage of 

ignorance or even misleading, in the era of the 

unavoidable use of voice and data 

communication networks, network companies in 

a sincere attitude of abuse of their users, take 

advantage of the fact that their stakeholders do 

not understand privacy settings in their 

applications, and ipso facto assume that the user 

is aware and authorizes them to enter even the 

most recondite part of their privacy, when 

probably the user does not even understand what 

he is approving and consenting to such. 

 

 In reality, no one, be it a person, company, 

institution, government or whomever, is exempt, 

for example, the case of the Secretary of 

National Defense of the Government of the 

Mexican Republic: 

 

 "Hack into the Army: Latinus reveals 

documents on AMLO's security, contracts and 

health." (Animal-Politico, 2022). 

 

"Hacking of the Sedena: How much of it 

fits in the 6 terabytes leaked? 

 

Thousands of hours of video and millions 

of documents were possibly obtained through the 

recently released Sedena hack." (El financiero, 

2022). 

 

"Someone hacked the Secretariat of 

National Defense in Mexico: SEDENA was 

robbed of 6 TB of documents" (Saldaña, 2022). 

 

In this case, the situation goes far beyond 

the violation of the exercise of the right to 

privacy. Given the data and information 

compromised in the 6 terabytes stolen from 

SEDENA, it is a matter of national security. 

 

4. Discussion 

 

The concept of universal individual privacy, 

which emanates from Article 12 of the Universal 

Declaration of Human Rights (UDHR) of 1948, 

which establishes the exercise of the right to 

privacy, analyzed in modern communications 

networks, does not have full possibility of 

exercise, especially because all communications, 

of whatever nature, are incidentally observed 

through forensic processing tools. In the era of 

the unavoidable use of communication 

networks, voice and data, which are technologies 

of modern construction, promiscuous, that 

existed incipiently in 1948, and that were 

unthinkable as they exist today, the exercise of 

the right is only salvageable when it is decided 

not to use such networks. 

 

In this sense, the right as described by the 

Universal Declaration of Human Rights is 

practically unknown by some users and groups 

of users of recent generations, because when 

they were born, networks such as the Internet 

were already there. From the above, for the 

recent generations, since they cannot live 

without being connected, not knowing about the 

exercise of the right to privacy, or even 

overlooking it, in the face of the promiscuous 

network that offers connections everywhere, 

makes them totally weak, making the exercise of 

privacy in the networks that are their modus 

vivendi: quasi-impossible. 
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However, it is considered that most people 

or groups of people should be competent to 

discern, and still retain the ability to withhold 

certain parts of their privacy, such as personal 

information that they consider sensitive and 

therefore private. 

As the human right to privacy was 

established in 1948 for mankind in general, it 

must be preserved, so it must prevail to seek to 

realize the issues that make it feasible to keep it 

as such, even in communication networks 

observed through forensic processing tools. 

From the empirical findings, it is clear that 

the mechanism that provides "privacy in 

communication networks" is not yet 

technologically enabled, but despite this, 

however difficult it may be to stop being online, 

there will always be the possibility of deciding 

to disconnect in order to preserve privacy. The 

latter certainly represents the last alternative, 

because it is as much as closing the door of the 

house to stay alone and enjoy total privacy. 

It is worth mentioning that, in relation to 

all the examples located in Mexico as a 

jurisdiction, despite the fact that in accordance 

with Article 16 of the Political Constitution of 

the United Mexican States (CPEUM) (García-

Ricci, 2013), which states that "no one shall be 

disturbed in their private affairs, family, 

domiciliary, papers or possessions (including 

private information)", giving legal certainty to 

the human right to privacy, as defined and 

recognized by Article 12 of the Universal 

Declaration of Human Rights (UDHR) of 1948, 

"except by written order of a competent 

authority, duly motivated in fact and founded in 

law, which establishes the legal cause of the 

procedure", it has been revealed that this article, 

the sixteenth of the CPEUM, is a letter and is not 

complied with in most cases that are the reality 

in Mexico, devastating in passing with the 12 of 

the UDHR. 

.   

In this sense, any non-consensual access to 

private information, through forensic processing 

tools or otherwise, clearly constitutes a violation 

of the human right to privacy, and may - but 

strictly speaking must - be punishable by law. 

This can even be interpreted to mean that only a 

federal judicial authority can authorize any 

investigation through forensic processing tools 

on criminal offenses. 

6. Conclusions

Given that privacy is the ability of an individual 

or group to isolate themselves or to inform what 

they consider relevant about themselves and, 

therefore, to express themselves selectively, 

since a certain person could well disseminate a 

large amount of information to a closed circle, 

and give a more limited or wider information to 

another circle, because it is a human right to 

exercise privacy, to the extent that the individual 

or group considers it, they can dispose of their 

privacy. 

In fact, it is not feasible to speak in 

general what is private and what is not private 

for an individual or group, since, in terms of 

privacy, when something is private for a person 

or group, it generally means that something is 

inherently special or sensitive to them, but not 

necessarily considered private by all equally and 

it is here where the exercise of the right has its 

connotation of human right to privacy, because 

it will depend on each human, seeking at all 

times the non-submission. 

Finally it must be said that, the exercise 

of the human right to privacy in the era of the use 

of digital forensic evidence processing, in 

Mexico is really complex. Although the law 

establishes that such violation is not allowed, 

that is to say, the violation of the human right to 

privacy, in the reality of the country, materially 

it is violated, as it has been rescued with the 

different examples, with different purposes, as 

could be to affect property or morals, or other 

rights, through the violation of privacy, and 

necessarily the violated owner of the human 

right to privacy, is who can in any case take the 

appropriate measures to defend his human right. 
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Abstract 

The Tecnológico Nacional de México implements in the study 

programs, the subject of Professional Residency where students 

in connection with a company or organization apply the 

knowledge obtained during the degree, said companies have an 

agreement registered in the Department of Technology 

Management and Linkage. At the Technological Institute of 

Oaxaca (ITO), Computer Systems Engineering students take 

their Professional Residency in their last semester. This process 

begins in the linkage project office of the Department of Systems 

and Computing. Information systems are a computer tool of great 

help when there are processes as detailed as the Professional 

Residence where different departments and users are involved. 

The Web System for the management of linking projects allows 

tasks to be carried out efficiently for the benefit of students, using 

the prototype development methodology that meets the needs of 

the system. This system contributes to the systematization of 

processes, to the registration of the draft, to be a residency 

project, followed by the assignment of reviewers and internal 

advisor. 

Linkage, Technological, Processes 

Resumen 

El Tecnológico Nacional de México implementa en los 

programas de estudio, la materia de Residencia Profesional 

donde los estudiantes en vinculación con una empresa u 

organización aplican los conocimientos obtenidos durante la 

carrera, dichas empresas tienen convenio registrado en el 

departamento de Gestión Tecnológica y Vinculación. En el 

Instituto Tecnológico de Oaxaca (ITO) los estudiantes de 

Ingeniería en Sistemas Computacionales cursan en el último 

semestre la Residencia Profesional. En la oficina de proyectos de 

vinculación del Departamento de Sistemas y Computación se 

inicia dicho proceso. Los sistemas de información son una 

herramienta informática de gran ayuda cuando existen procesos 

tan detallados como la Residencia Profesional donde intervienen 

diferentes departamentos y usuarios. El Sistema Web para la 

gestión de proyectos de vinculación permite realizar tareas de 

una forma eficiente en beneficio de los estudiantes, usa la 

metodología de desarrrollo de prototipos que cumple con las 

necesidades propias del sistema. Este sistema contribuye a la 

sistematización de procesos, al registro de anteproyecto para ser 

proyecto de residencia,  seguido por la asignación de revisores y 

asesor interno.  

Vinculación, Tecnológico, Procesos 
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Introduction 

 

The article presents the result of the analysis and 

development of a Web System that manages the 

information of the linkage office of the 

Department of Systems and Computing (SyC) of 

the Technological Institute of Oaxaca (ITO). 

This office provides attention to students of the 

Computer Systems Engineering program 

enrolled in the last semester, who must begin the 

Professional Residency process in the 

department's connection office by SyC 

 

The Academic-Administrative 

Guidelines Manual of the National Technology 

of Mexico in chapter 12 Guidelines for the 

operation and accreditation of the Professional 

Residency says: “The Professional Residency is 

an educational strategy of a curricular nature, 

which allows the student to undertake a 

theoretical-practical, analytical, reflective, 

critical and professional project”  

 

To begin the Professional Residency 

process, the student must submit to the SyC 

department liaison office the Professional 

Residency draft, which will be reviewed and 

authorized by teachers from the Systems and 

Computing academy. According to the draft, an 

expert teacher on the subject is assigned to make 

the pertinent observations, subsequently the 

student makes the corrections until the draft is 

authorized or rejected. 

 

This process is slow and sometimes there 

is no control of the preliminary projects that have 

been assigned for review to the different teachers 

in the department, the number of document 

corrections, repetition of preliminary projects or 

loss of the student's file. This process is repeated 

every semester, with approximately 30 to 50 

students enrolled. 

 

With the development of the Web 

System, the information management of the 

liaison office of the SyC department is 

systematized using the prototype development 

methodology. (Pressman, 2010). The web 

system has different actors: student, teacher, 

head of the academic department and the head of 

the department's linkage office by SyC. 

 

Therefore, this work consists of the 

following sections: Generalities of the project, 

Statement of the problem, Methodology, 

Results, Acknowledgments, Financing, 

Conclusions and References. 

Project overview 

 

The Project is carried out at the National 

Technological Institute of Mexico-Oaxaca 

Technological Institute, Department of Systems 

and Computing, Liaison Office of the SyC 

department. It takes place during the August-

December 2022 semester with Professional 

Residency students. 

 

For the development of the System, it 

was necessary to analyze the Professional 

Residency process of the SyC department's 

liaison office, apply the prototype development 

methodology and automate the processes. 

 

The student submits the Professional 

Residency draft to the connection office to be 

reviewed by an expert teacher from the SyC 

academy, Immediately the document is 

authorized or observations are made. If the 

document has observations, the student makes 

the corrections and submits it again to be 

authorized or rejected. Subsequently, the student 

fills out the Professional Residency application 

adding data such as: date, project name, 

company data, resident data, name of the 

external advisor and the corresponding 

signatures.  

 

The Professional Residency office of the 

Technology Management and Liaison 

department generates the letter of introduction 

and commitment for the company.   

 

In the connection office of the SyC 

department, the Internal Advisor is assigned, 

who is a teacher who advises the student during 

the Professional Residency period. The student 

delivers two partial reports every six weeks, a 

final report and the release letter or termination. 

 

The system manages the modules: 

 

 Student management module 

 Teacher management module 

 SyC department head module 

 SyC department liaison office module 

 Super administrator module 

 

Problem Statement 

 

At the Tecnológico Nacional de México-

Instituto Tecnológico de Oaxaca, different 

professional residency projects are carried out in 

the nine careers offered. 
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The professional residency is the last 

subject of the degree curriculum, it lasts four to 

six months. It is an educational strategy with 

significant value that allows the student, even in 

the training process, to professionally join a 

work environment advised both by teachers of 

the educational institute and by the staff of the 

company, organization or agency in which the 

professional residency is carried out (Manual de 

lineamientos Académicos-Administrativos del 

Tecnológico Nacional de México, 2015).  

The Professional Residency project can 

be carried out individually, in groups or 

interdisciplinary; depending on the 

requirements, conditions and characteristics of 

the project.  

One of the main problems faced by the 

liaison office of the SyC department is the time 

it takes to review the preliminary projects since 

this activity can take one to two weeks. This 

causes delays in registration, in the generation of 

a cover letter, commitment, acceptance and the 

start of the Professional Residency. Also, it 

becomes a tedious process for teachers because 

the draft must be reviewed two or more times so 

that it can be authorized or rejected. 

To select the internal advisor for the 

Professional Residency project, the decision is 

made based on the academic profile of the 

teacher. However, a balance of projects is sought 

so that all teachers in the SyC Department can be 

internal advisors for at least one project. 

Through the implementation of a Web 

System for the management of Professional 

Residency preliminary projects of the SyC 

department, the recommendations of the 

candidate teachers to review said preliminary 

project are taken into account based on the 

characteristics of the document, the academic 

profile of the teacher, the academic degree and 

the area of knowledge you master.  

Also, the history of those residencies that 

have been assigned to the teacher during 

different semesters is considered. This system 

stores Professional Residency projects for future 

references, the main data of teachers, students 

and those companies that have an agreement 

with the ITO are stored. 

Methodology 

Maida & Pacienzia (2015) describes the 

software development methodology as: “An 

integrated set of techniques and methods that 

allows each of the activities in the life cycle of a 

development project to be addressed in a 

homogeneous and open way. “It is a detailed and 

complete software process.” 

Implementing a development 

methodology in a company that produces 

software is not an easy or quick task. However, 

this may be the embryo of a future Software 

Engineering, Areba 2001. 

There are different software development 

methodologies: Traditional methodologies that 

are planning-oriented require a requirements 

elicitation process prior to analysis and design. 

(Cadavid, 2013).  Agile methodologies are 

flexible and can be modified to fit the reality of 

each team and project. 

For the development of the Web System, 

the agile methodology is used: Prototype 

methodology that is related to continuous 

improvement and the Deming cycle (Gerea, 

2021). This methodology has 5 stages, Figure 1. 

Figure 1 Stages of the Prototype Methodology 

Fountain: Pressman 2002 

Technologies such as: Python, Django, 

Amazon Web Services (AWS), Figma, 

JavaScript (JS), Jquery, Html, CSS, etc. (Vidal, 

2021). 

Python It is an interpreted, high-level 

language focused on readability, ease of learning 

and use. It is a multiplatform, complete, 

functional and powerful language (Hinojosa, 

2016). 
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Django technology was used as it is a 

high-level web framework that allows the rapid 

development of secure and maintainable 

websites. Help write software: 

 Complete 

 Versatile 

 Sere 

 Scalable 

 Maintainable 

 Portable 

The prototyping tool used was Figma, 

which is a web-based vector graphics editor that 

accesses the projects through a browser. Figure 

2. 

Figure 2 Figma interface 

Fountain: Garces 2022 

The Model-View-Controller (MVC) 

software architecture pattern, where “Model” 

refers to access to the data layer, “View” refers 

to the part of the system that selects what to 

display and how to display it, and the 

“Controller” implies the part of the system that 

decides which view to use, depending on user 

input, accessing the model if necessary. Figure 

3. 

Figure 3 Model View Controller 

Fountain: Holovaty 2022 

Results 

For the development of the system, the 

participating users were identified: 

 Super Administrator: Full access to the 

entire system. 

 Head of the SyC department: Access to 

view content in real time. 

 SyC Linkage Office Head: Access to 

most control views for inserting or 

modifying objects. 

 Teacher: Access to content for viewing, 

review and acceptance. 

 Student: Must meet the requirements to 

take the Professional Residency. 

Each user has different functions defined. 

In the case of the office module linking the SyC 

department, the functions are: 

 Visualization of the monitoring of all 

preliminary projects 

 Visualization of historical data (past 

blueprints) 

 Visualization of accepted, rejected, 

extension period and completed 

preliminary projects 

 Reviewer Assignment 

 Management of registrations and 

cancellations of academic teachers 

 Teacher management visualization 

 View to edit academic information of 

teachers 

For the teacher management module, the 

functions are as follows: 

 Viewing assigned projects 

 Visualization of historical data 

(preliminary projects) 

 Authorization of actions according to 

results 

 View of observations and corrections of 

the preliminary project 

 Monitoring of assigned projects 

On the other hand, functionalities were 

defined: 

Functionality Register new preliminary draft 

Introduction The user may register a new pre-project 

Input 

Name of the pre-project + number of 

members + type of pre-project + pre-

project file 

Process 

The system will generate a joining code 

to avoid repeating the input data, with 

this code more members can join. 

Output Registered pre-project 

Table 1 Functionality to register new Preliminary Project 

Source: Own Elaboration 



15 

Article     Journal of Information Technologies and Communications 
June, 2023 Vol.7 No.17 11-18 

ISSN 2531-2200 
ECORFAN® All rights reserved

DÍAZ-SARMIENTO, Bibiana, TORRES-VELASCO, Álvaro Eduardo, 
MORALES-HERNÁNDEZ, Maricela and AGUILAR-ORTIZ, Gabriela. Web 

System for the management of linkage projects in the Department of Systems 

and Computing of the ITO. Journal of Information Technologies and 

Communications. 2023 

Three iterations of the model were 

carried out by prototypes, Table 2. 

No. of iteration Estimated time 

Iteration 1. Prototyping of 

students and administrators 

9 weeks 

Iteration 2. Prototyping by adding 

teachers 

9 weeks 

Iteration 3. Final product 3 weeks 

Table 2 Total iterations 

Source: Own Elaboration 

In Iteration No. 1 Prototyping of students 

and administrators, Phase 1 Communication: 

There is the first prototype that includes the role 

of head of the linkage project office and head of 

the department. of Systems and Computing. 

Figure 4 shows the use case that represents the 

functions of said roles. 

Figure 4 Use cases, file module 

Source: Own Elaboration 

To create the file it was necessary to 

make the narrative use case, indicating priority, 

iteration number, normal flow and alternative 

flow.  Figure 5. 

Figure 5 Narrative use case, file creation 

Source: Own Elaboration 

Phase 2. Quick plan. A list of activities or 

tasks to be carried out is made in the first version 

of the prototype. 

 Database desing implementation 

 Login 

 Logout 

 Account activation 

 Restore password 

 Change Password 

 View profile 

 Register preliminary project 

 Preliminary project invitation 

 Project join code 

 Assignment of teachers to preliminary 

project 

 Teacher registration 

 List teachers 

 List specific teacher 

 Edit teachers 

 Delete teachers 

 Registration of authorized students 

 List students 

 List specific student 

 Edit student 

 Delete student 

Phase 3 Modeling and rapid design. The 

class diagram, entity-relationship diagram, data 

dictionary, creation of the database with the 

tables shown in Table 3 is designed. 

Table name 

update_preliminary_project preliminary project 

pre-project_subject external consultant 

notices unit 

teacher domicile 

pre-project_student student 

authorized_student file 

student_residence invitation 

subject observation 

update_before_project final report 

teacher_observation partialreport1 

academic_profile partial report2 

academic_profile_subjects residence 

titledependency 

Table 3 List of database tables 

Source: Own Elaboration 

In Phase 4 Construction of the prototype, 

the user registration view is carried out, 

requesting the student's full name, control 

number, institutional email and password. 

Figure 6. 
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Figure 6. User registration view. 

Source: Own Elaboration 

The preparation of the prototype for the 

registration of the preliminary project requires 

that the student indicate the name of the 

preliminary project, the type of proposal: own, 

from the project bank or company, the total 

number of members and indications of the file 

that the student attaches. 

Figure 7 Prototipo. Blueprint Record View 

Source: Own Elaboration 

During the construction of the prototype, 

views were made: recover password, student 

profile, edit student profile, change password, 

student panel, register preliminary project, 

project data, colleague invitation, organization 

or company registration, organization or 

company selection, residency project, file view, 

administrator panel view, preliminary project 

view, among others 

In Phase 5 Preparation of a new 

prototype. The creation of the first prototype 

includes all the functionalities of the roles of 

student, head of the linkage project office, head 

of the SyC department and the super 

administrator. 

It is important to consider that a 

prototype is not a final product, but rather an 

early version of the system; work continues on 

improving and refining the prototype until it 

meets all the users' needs. 

It should be remembered that for the 

development of the software, Iteration 2 was 

carried out. Prototyping adding teachers and 

Iteration 3. Final product. 

The Web System for the management of 

linkage projects in the Department of Systems 

and Computing of the Tecnológico Nacional de 

México-Instituto Tecnológico de Oaxaca used 

the prototype development methodology, 

working with 3 iterations, each of them with five 

different phases giving as The result is a system 

that is in the testing phase by the users involved 

in it. 

Once the username and password are 

entered, the menu is displayed. Figure 8 

Figure 8 Vista del sistema 

Source: Own Elaboration 
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The student registers the preliminary 

project that will be reviewed by one or two 

teachers from the academic department. Figure 9 

 

 
 

 

Figure 9. Preliminary project information 

Source: Own Elaboration 

 

Each of the users can make registrations, 

cancellations, queries and modifications when 

necessary, they have different sections 

depending on the user. 
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Conclusions 

 

The implementation of a web system for 

information management of the linking project 

office of the Department of Systems and 

Computing is a project that has required great 

effort and dedication on the part of the entire 

team involved. 

 

Throughout the different stages of the 

project, challenges and obstacles arose that had 

to be overcome, such as the definition of the 

requirements and functionalities of the system, 

the selection of the appropriate technology and 

the integration of different components. 

 

 

 

 

However, as the project progressed, these 

obstacles were overcome and progress was made 

in the implementation of the system. In the third 

prototype, all the required functionalities were 

completed and a robust and efficient system was 

obtained, capable of managing large amounts of 

information and offering a personalized 

experience for each user. 

 

In short, the implementation of this 

system has been a success, not only because of 

the final result obtained, but also because of the 

learning and growth it has generated in the team 

involved. 
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Abstract 

The project develops a web application that uses QR 

codes, thereby promoting regional dishes during Santiago 

de Anaya´s fair and attracting more visitors. It relies on 

Scrum methodology for the verification of the hypothesis, 

the quantitative research methodology of correlational 

type and the Chi square statistical method were used. The 

results obtained show the following: first, a responsive 

web application that can be accessed by reading a QR code 

via a smart mobile phone; secondly, it was statistically 

proven that there is a significant relationship between the 

use of QR codes and the promotion of the dishes of the 

gastronomic fair of Santiago de Anaya. The contribution 

is, the web application that promotes and disseminates the 

regional dishes of the gastronomic sample, with the aim of 

inviting more people to learn about the experience of this 

event; Taking advantage of the portability and lightness 

offered by smart mobile devices, the visitor needs a simple 

way to access information while moving from one side of 

the gastronomic fair to the other. 

Responsive Web Application, QR Code, diffusion, 

Gastronomic sample, Regional 

Resumen 

El objetivo propuesto fue desarrollar una aplicación web 

responsiva que usa códigos QR que permiten promocionar 

platillos regionales de la muestra gastronómica de 

Santiago de Anaya, con la finalidad de atraer a más 

visitantes. Para su desarrollo, se empleó la metodología 

Scrum. Para la comprobación de la hipótesis, se utilizó la 

metodología de investigación cuantitativa de tipo 

correlacional y se utilizó el método estadístico Chi 

cuadrada. Como resultados se obtuvieron en primer lugar: 

una aplicación web responsiva a la que se puede acceder 

por medio de la lectura de un código QR a través de un 

teléfono móvil inteligente; en segundo lugar, se pudo 

comprobar estadísticamente que existe una relación 

significativa entre el uso de códigos QR y la promoción de 

los platillos de la muestra gastronómica de Santiago de 

Anaya. La contribución es, la aplicación web que 

promociona y difunde los platillos regionales de la muestra 

gastronómica,  con el objetivo de invitar a más personas 

para que conozcan la experiencia de este evento; sacando 

provecho de la  portabilidad y liviandad que ofrecen los 

dispositivos móviles inteligentes proporcionando al 

visitante una manera sencilla para acceder a la información 

mientras se desplaza de un lado a otro de la muestra 

gastronómica. 

Aplicación Web responsiva, Código QR, difusión, 

Muestra gastronómica, Regional
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Introduction 

 

The Santiago de Anaya Gastronomic Exhibition 

takes place every year in the first week of April 

in the municipality of Santiago de Anaya, 

Hidalgo, Mexico.  In this sample of Otomi 

cuisine, the traditional cooks of that municipality 

preserve and recreate a legacy inherited from 

their mothers and grandmothers: they cook with 

natural ingredients, including flora, fauna and 

insects of the region, without preservatives and 

with a high nutritional value (Ibercocinas, 2023). 

According to its history, the inhabitants of that 

municipality, at the end of the cleaning task of 

the Municipal Development Center shared their 

food.Seeing the existing diversity, the first 

festival arises in 1975; in 1980 it became part of 

the events organized by the City Council of 

Santiago de Anaya.From the year 2000, it was 

given the character of Gastronomic Fair and is 

currently considered Intangible Cultural 

Heritage of the State of Hidalgo (Santiago de 

Anaya, 2023).  

 

The latest figures are from 2018 and 

indicate that this sample had 30 thousand visitors 

(Quadratin, 2018), where 91% are from the state 

of Hidalgo, 3.4% from the state of Mexico, 3% 

from Mexico City and the rest from other states 

of the Mexican Republic (Cultura Hidalgo, 

2018, p.8). only 9% of visitors are from out of 

state.  

 

Given this situation, it is proposed to 

develop a responsive web application focused on 

the use of QR codes that allows promoting 

regional dishes of the Gastronomic sample of 

Santiago de Anaya in order to attract more 

visitors. 

 

Specifically, the objectives set are: 

 

Present general characteristics of each dish of the 

gastronomic sample of Santiago de Anaya by 

reading a QR code physically placed on each 

shelf through a mobile device. This device 

allows visitors to know the meaning and the 

main ingredients used for its preparation. They 

can thenmake a good decision when choosing 

the dish. 

 

Byreading the QR code, the visitors can 

play video of the preparatio of the dish, thereby 

making it more attractive for the visitor. 

 

 

The app supports the national 

dissemination of regional dishes presented in the 

Gastronomic sample of Santiago de Anaya, 

thereby attracting more visitors from other states 

of the republic. 

 

Collect the opinion of the visitors of the 

Gastronomic Sample of Santiago de Anaya. 

Through the app, visitors can leave their 

comments regarding their experiences at the 

event. 

 

The relevance of this project lies in the 

use of mobile technology for the promotion and 

dissemination of gastronomic events. It has the 

benefits of portability; he visitor, through his 

mobile device, access the information while 

moving from one side to the other of the 

gastronomic sample. In addition, being a 

responsive web application, it is available online 

for others the visitor so that they know about the 

existence of the event. 

 

Next, in the following sections, the paper 

refers to the theoretical framework and the 

methodology used for the development of the 

project. Then, it refers to results obtained, 

Finally, conclusions will be addressed. 

 

Theoretical Framework 

 

This section introduces the reader to the context 

of gastronomic event by first defining it and 

focusing on the gastronomic sample of Santiago 

de Anaya. Subsequently, topics related to 

responsive web and the use of QR codes will be 

addressed. 

 

Gastronomic sample or festival 

 

A gastronomic sample or festival concentrates a 

number of different dishes and drinks that are 

given to taste to visitors, in which their flavors, 

ingredients and preparation techniques are 

related to cultural and sociodemographic factors 

of its location (Cano, 2018, p.143). They are 

"programmed events that are managed in a 

participatory way and in which traditional 

practices (society-territory) are reproduced to 

make visible to the visitor the meanings of food 

heritage and, at the same time, promote the 

construction or renewal of social relations" 

(Santos and López, 2022, p. 73). The idea is that 

in a gastronomic festival visitor can enjoy local 

or regional cuisine (Muñoz, Uribe, Pérez and 

Ríos, 2017, p. 359). 
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In the gastronomic sample of Santiago de 

Anaya held in 2018, 1732 traditional chefs 

participated. There were 1078 traditional dishes 

which were divided into 468 stews, 172 desserts, 

322 drinks and 116 pulques. The ingredients 

used included xocoyol, garambullo flower, 

mallows, xoconoxtle, nopales, pine nut, 

pumpkin, pitaya, mango, chilies, corn, xa'ues, 

piloncillo, pulque, escamoles, rabbit, tlacuache, 

among others. The gastronomic exhibition is 

held once a year, in the month of April (Cultura 

Hidalgo, p.2). 

 

Responsive Web Application 

 

The term was introduced by web designer Ethan 

Marcotte in an article published by the website 

A List Apart in 2010 (Giurgiu and Gligorea, 

2017, p.37). It is a web system designed to be 

optimally accessible for both ordinary 

computers and mobile phones since;the size is 

adjusted to the computer and when opened from 

a mobile phone, the size adapts according to the 

size of the mobile phone, as well as the 

orientation of the monitor screen (Rochmawati,  

Buditjahjanto, Putra and Wicaksono, 2018, p. 1).  

 

In this way, the created website does not 

need to be designed according to the 

specifications of each device and in different 

proportions of size for mobile devices (Oyucu 

and Polat, 2018). Implementing this approach 

involves a combination of flexible grids and 

layouts, drawings, and the careful use of CSS 

(Rochmawati, Buditjahjanto, Putra, & 

Wicaksono, 2018, p. 3). According to 

Parlakkiliç, the advantages of responsive design 

are (2021, p. 1310): 

 

 Easy adaptation to the screen of any 

device 

 

 Content accessibility 

 

 The visibility and readability of the 

content 

 

 No need to resize website pages on 

devices used horizontally or vertically. 

 

 Provide the necessary savings without 

creating a separate website for mobile 

devices. 

 

 

 

QR codes 

 

QR codes (Quick Response Code) was created 

by Masahiro Hara for the Japanese company 

Denso Wave in 1994 for the registration of 

vehicle parts in Japan (Estrada-Villa, 2016, 

p.233) and have become fashionable today since 

many applications worldwide are available for 

users with mobile phones with camera because 

these devices contain a built-in decoder which 

facilitates the reading of QR codes (Luque cited 

in Estrada-Villa, 2016, p.233). 

 

A QR code makes use of a two-

dimensional black and white square pixel matrix 

(Sharara and Radia, 2021, p. 89) with the ability 

to store more information than a standard 

barcode, in one-tenth of the space; in addition, it 

is omnidirectional and has high reading speed 

from smartphones and tablets (Karia, Hughes 

and Carr, 2019, p. 1). 

 

QR codes can be easily created online 

from a variety of websites.  They can link to 

plain text, a website, a template, email, or text 

message, make a phone call, display a 

geographic location and access a specific PDF or 

application on a mobile device (Karia, Hughes & 

Carr, 2019, p. 1). 

 

According to Kwan, Torres, Benítez, et 

al. (2022, p. 4193), the usefulness of QR codes 

can be seen in the services sector (health, 

education, surveillance, parking, security, 

transport, airports, tourism, commerce, banks, 

gastronomy, marketing, attendance control, 

logistics, among others) and the industrial sector 

(aeronautics, energy, among others) and 

construction. 

 

The QR code is a powerful and low-cost 

tool that can improve a brand's relationship with 

consumers (Pozin, cited in Rotsios, 

Konstantoglou, Folinas, et al., 2022, p.4); This 

can be printed in advertising media such as 

magazines, newspapers, posters, or the 

packaging of a product. Consumers are linked 

through a mobile phone to a specific website and 

receive additional information about the product 

or a general advertising message, which allows, 

among other aspects: interactivity with the 

consumer and the brand, to track and know the 

geographical location of the consumer. 
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Methodology 

 

An agile methodology called Scrum was used 

for the development of the web application, 

which allowed with the participation of a small 

work team, the development of the web 

application in a short time. Scrum has five 

phases: Initiation; Planning and estimating; 

Implementation; Review and Foresight; and 

Launch or Close. 

 

Beginning 

 

In this phase, the Stakeholders were identified, 

who are the stakeholders of the project? In this 

case, they are the chefs and visitors of the 

gastronomic sample and officials of the 

municipal presidency of Santiago de Anaya. The 

person with the greatest leadership who served 

as Scrum Master was identified within the team 

and the person closest to the client, that is, the 

Product Owner, was also determined. In the 

same way, the roles within the Scrum team were 

assigned: analyst, designer, programmer and 

tester. The user epics were carried out where the 

client's requirements were reflected. Table 1 

shows the user epic related to the characteristics 

of a dish, Table 2 shows story 1 broken down 

into the processes that arise from epic 1. 
 

Historia 

número 

HU1 

Name Know the characteristics of a dish 

Description As a visitor to the gastronomic exhibition. 

I Whant conocer las características principales 

de un platillo. 

For tener información de los platillos que me 

permita elegir adecuadamente un platillo. 

Validation Through the scanning of a QR code placed on 

each dish, the main ingredients of a dish and a 

curious fact are shown. 

 

Table 1 User epic 1  

Source: Own elaboration 
 

Product 

RequirementID 

Product 

Requirement 

Type 

Technology Product 

Requirement 

Complexity 

Product 

Requirement 

Description 

PRD-SCR-001 Screen HTML-CSS Simple As a visitor, I 

want to read a 

QR code 

printed on 

each dish 

through my 

smartphone 

PRD-PRO-001 Process PHP 

 

Media The 

application is 

required to 

display saucer 

information 

stored in a 

database. 

PRD-PRO-002 Process PHP 

MySQL 

Media A connection 

to the 

database is 

required. 

 

Table 2 Processes that are part of the User story HU1  

Source: Own elaboration 

Planning and estimation 

 

Once the user stories were written, the 

consensus-based Planning Poker tool was used 

to estimate the time it will take to complete each 

of them. In this phase, the prioritization of 

delivery of user stories through the Sprint 

Backlog was carried out and four blocks of work 

called Sprint were established. Each Sprint is a 

deliverable and therefore corresponds to an 

iteration while the lowest priority is the 

collection of the opinion of visitors, the highest 

priority Sprint with which it starts is related to 

the main page. 

 

Implementation 

 

Next, the first deliverable related to the first 

sprint was created and brief meetings were held 

with the Scrum team to learn about the progress 

of the project. The team discussed the pending 

tasks to be done and the obstacles encountered in 

the development of the application. 

 

Review and Foresight 

 

Subsequently, the first block of work was 

compared with the desired objective. Meetings 

were held with the Scrum team and with the 

Product Owner where the completed block was 

presented and verified so that it met the proposed 

objective; some modifications were made and 

added to the backlog. 

 

Finish or Close 

 

Once the first block was completed, the block of 

Knowing the characteristics of a dish was 

continued, and it was iterated again. The 

iterations were repeated, until the blocks were 

concluded. A retrospective meeting of the 

project was held where the experiences of the 

project were discussed to find areas of 

opportunity for improvement. 

 

In addition, to know if the proposed Web 

application positively supports the dissemination 

of the dishes of the gastronomic sample of 

Santiago de Anaya, quantitative research of 

correlational type was carried out. The 

population was taken to be the 30,000 visitors of 

which there is a record in 2018. With a 

confidence level of 95%, and a margin of error 

of 5.85%, we had a sample size of 279. A 

questionnaire was applied with nine closed 

questions and on a Likert scale.  
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Proposed Hypothesis: The use of QR 

codes in the web application facilitates the 

promotion and choice of the dishes of the 

gastronomic sample. To test the hypothesis, a 

pilot test was carried out with a minimum viable 

product that considered four dishes: pork, 

nopales salad, pumpkin candy and baked 

chicken. A QR code was placed on the casseroles 

of these dishes. 

 

Results 

 

The result of the project was a responsive web 

application that can be accessed from the QR 

code reading by means of a smart mobile phone. 

 

 
 

Figure 1 View of menu on the main page  

Web Application 

 

The main interface is shown in Figure 1. 

Access to the application from the reading of the 

QR code by means of the smart mobile phone, is 

evidenced in Figure 2. 

 

 
 
Figure 2 Access to the application by means of QR code  

Web Application 

 

The characteristics of the dishes: What is 

it? Ingredients and Fun fact; They can be seen in 

figures 3 and 4. 

 

 
 

Figure 3 Characteristics of the dishes  

Web Application 

 

 
 

Figure 4 Characteristics of dishes, viewed from a 

smartphone Responsive  

Web Application 

 

The video briefly presents the 

preparation of the dish; this is shown in figures 

5 and 6. 

 

 
 

Figure 5 Dish preparation  

Web Application 
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Figure 6 Dish Making Mode Responsive 

Web Application  

Additionally, to collect the feelings of 

visitors, a small survey is applied to them so that 

they can carry out in a short time. Figures 7 and 

8 show this section. 

Figure 7 Collect feedback from visitors 
Web Application 

Figure 8 Collect feedback from visitors 
Web responsive Application 

Moreover, the results of quantitative 

research, in the first place, indicate that 54.8% of 

the people who answered the questionnaire were 

men and the rest were women. As for the age of 

the respondents, 11% are between 15 and 18 

years old, 47% between 19 and 25 years old, 

30% between 26 and 35 years old, 4% between 

36 and 45 years old, and 8% over 46 years old. 

For the verification of the hypothesis, the Chi 

square test was used, since the variables to be 

related are ordinal qualitative; the SPSS 

statistical software was used to obtain the results. 

At first, the use of QR codes is related to the 

information provided by the web application for 

decision making when choosing a dish. The 

degree of significance for the Chi-square test 

was 0.000 (see Table 3 and Table 4). In the 

second moment, we tried to relate the use of QR 

codes with the promotion of the dishes of the 

gastronomic sample. The result of the Chi square 

was also 0.000, as shown in tables 5 and 6. 

Did the information from the Web Application 

obtained through the QR code allow you to 

make a decision to choose the dish? 

Total 

Disagree Neutral Agree Strongly 

Agree 

 How 

practical do 

you find 

using QR 

codes to 

facilitate 

information 

from your 

phone? 

Nothing 
practical 

Count 0 0 1 0 1 
Expected 

frecuency 
.0 .1 .4 .5 1.0 

% of total 0.0% 0.0% .4% 0.0% .4% 
Bit practical Count 1 1 1 0 3 

Expected 

frecuency 
.0 .3 1.3 1.4 3.0 

% of total .4% .4% .4% 0.0% 1.1% 
Moderately 

practical 

Count 1 10 14 6 31 
Expected 

frecuency 
.4 3.1 13.3 14.1 31.0 

% of total .4% 3.6% 5.0% 2.2% 11.1% 
Practical Count 1 10 71 45 127 

Expected 

frecuency 
1.8 12.7 54.6 57.8 127.0 

% of total .4% 3.6% 25.4% 16.1% 45.5% 
Very 

practical 

Count 1 7 33 76 117 
Expected 

frecuency 
1.7 11.7 50.3 53.3 117.0 

% of total .4% 2.5% 11.8% 27.2% 41.9% 
Total Count 4 28 120 127 279 

Expected 

frecuency 
4.0 28.0 120.0 127.0 279.0 

% of total 1.4% 10.0% 43.0% 45.5% 100.0% 

Table 3 Contingency table for the use of QR codes with 

decision making for the choice of dishes SPSS 

Value gl Sig. Asymptotic (bilateral) 

Pearson Chi-square 72.888a 12 .000 

Reason of plausibility 52.512 12 .000 

Linear by linear association 38.660 1 .000 

Valid cases N 279 

Table 4 Chi square result of using QR codes with decision 

making for choice of dishes SPSS  

Note: a. 12 boxes (60.0%) have an expected 

frequency less than 5. The minimum expected 

frequency is .01. 



25 

Article                                                      Journal of Information Technologies and Communications 
June, 2023 Vol.7 No.17 19-26 

 

 
ISSN 2531-2200 
ECORFAN® All rights reserved 
 

ESCORZA-SÁNCHEZ, Yolanda Marysol, ALAMILLA-CINTORA, 

Cuitlahuac, CAMARGO-RUIZ, Adriana and RETANA-CASTRO, 
Carolina. Responsive website based on QR Code as a promotion strategy 

for the Gastronomic fair. Journal of Information Technologies and 

Communications. 2023 

  Do you think that information about the dishes in 

the gastronomic fair can be disseminated through 

QR codes? 

Total 

Very 

Disagree 

Neutral Agree Strongly 

Agree 

Strongly 

Agree 

How practical 

do you find the 

use of QR 

codes to 

provide 

information 

from your 

phone? 

Nothing 

practical 

Count 0 0 1 0 0 1 

Expected 
frecuency 

.0 .0 .1 .4 .4 1.0 

% of total 0.0% 0.0% .4% 0.0% 0.0% .4% 

Bit 

practical 

Count 1 0 1 1 0 3 

Expected 

frecuency 

.0 .0 .4 1.3 1.3 3.0 

% of total .4% 0.0% .4% .4% 0.0% 1.1% 

Moderately 

practical 

Count 1 0 8 15 7 31 

Expected 

frecuency 

.2 .2 4.2 13.0 13.3 31.0 

% of total .4% 0.0% 2.9% 5.4% 2.5% 11.1% 

Practical Count 0 1 21 71 34 127 

Expected 

frecuency 

.9 .9 17.3 53.3 54.6 127.0 

% of total 0.0% .4% 7.5% 25.4% 12.2% 45.5% 

Very 

practical 

Count 0 1 7 30 79 117 

Expected 

frecuency 

.8 .8 15.9 49.1 50.3 117.0 

% of total 0.0% .4% 2.5% 10.8% 28.3% 41.9% 

Total Count 2 2 38 117 120 279 

Expected 

frecuency 

2.0 2.0 38.0 117.0 120.0 279.0 

% of total .7% .7% 13.6% 41.9% 43.0% 100.0% 

 
Table 5 Contingency table for the use of QR codes with 

the promotion of dishes SPSS 

 
  Value gl Sig. Asymptotic 

(bilateral) 

Pearson Chi-square 107.764a 16 .000 

Reason of plausibility 69.002 16 .000 

Linear by linear 

association 

48.248 1 .000 

Valid cases N 279     

 

Table 6 Chi Square Result of QR Code Use with Saucer 

Promotion SPSS 

 

Note: a. 17 boxes (68.0%) have an 

expected frequency less than 5. The minimum 

expected frequency is .01. 
 

Conclusions 

 

The proposed responsive web application aims 

to be an additional option for the promotion of 

the Gastronomic Fair of Santiago de Anaya; In 

addition, it makes it possible for the event’s 

dishes to be publicized not only locally, but also 

the idea is to attract more visitors from the state 

and the country. 

 

At the beginning of the project, the 

general objective was to develop a responsive 

web application focused on the use of QR codes 

for the promotion of g regional dishes of the 

Gastronomic Fair of Santiago de Anaya in order 

to attract more visitors; this objective was 

achieved, since, as shown in the results section,  

there is evidence of a responsive web application 

that can be accessed in a very practical way 

through the reading of a QR code by means of a 

smart mobile phone. The web application 

provides information on the sample dishes, the 

ingredients, and a curious fact. It also has a 

section where the preparation method is 

displayed in a short video and allows the visitor 

to comment on their experiences through a form. 

Therefore, it can be said that the specific 

objectives initially proposed are also met. 

In consequence, the web application 

provides visitors with information to choose a 

dish and allows them to have a brief overview of 

its elaboration process so that they can have a 

contextualization of the dishes’ complex 

preparation process. 

 

Finally, the results of the Chi square test 

showed that there is significant relationship 

between QR code for to promotion of the dishes 

Fair Gastronomic Santiago of Anaya and for the 

choice of the dish; the degree of significance that 

the test showed was less than 0.05. Therefore, 

the hypothesis related to the use of QR codes in 

the web application and the promotion and 

choice of the dishes of the gastronomic event 

proves to be accurate. 

 

The research suggests a future 

implementation in the next gastronomic sample 

of the following year and this proposal can be 

replicated in the same way in other gastronomic 

samples of other states. 
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Abstract 

This article describes the implementation of a peer-to-peer 

unidirectional wireless communication between a 

transmitter unit and a receiver unit, for monitoring 

temperature and relative humidity (RH) within a 

greenhouse of 10 m2 gothic type with a curved roof. The 

transmitter unit consists of temperature and RH sensors, 

and a wireless monitoring and control electronic board that 

can transmit and receive information using the XBee S2C 

module. The receiving unit is composed of a Graphical 

User Interface (GUI) designed in NI LabVIEW, and an 

XBee S2C module mounted on the SparkFun XBee 

explorer dongle board. Within the wireless network, the 

XBee module of the transmitting unit was configured as 

the end device, while the XBee of the receiving unit was 

configured as the coordinator. Monitoring tests were 

carried out in the laboratory and inside the greenhouse, to 

verify the proper functioning of wireless communication. 

This work has inspired the future monitoring and control 

of climate variables within the greenhouse, using a 

wireless network with mesh topology.  

Monitoring, Unidirectional, Wireless network 

Resumen 

En este artículo se describe la implementación de una 

comunicación inalámbrica unidireccional punto a punto 

entre una unidad transmisora y una unidad receptora, para 

el monitoreo de temperatura y humedad relativa (HR) 

dentro de un invernadero de 10 m2 tipo gótico con 

techumbre curva. La unidad transmisora está formada por 

sensores de temperatura y HR, y una tarjeta electrónica de 

monitoreo y control inalámbrico que puede transmitir y 

recibir información usando el módulo XBee S2C. La 

unidad receptora está compuesta por una Interfaz Gráfica 

de Usuario (GUI) diseñada en NI LabVIEW, y un módulo 

XBee S2C montado sobre la tarjeta SparkFun XBee 

explorer dongle. Dentro de la red inalámbrica, el módulo 

XBee de la unidad transmisora se configuró como 

dispositivo final, mientras que el XBee de la unidad 

receptora se configuró como coordinador. Se realizaron 

pruebas de monitoreo en laboratorio y dentro del 

invernadero, para verificar el funcionamiento adecuado de 

la comunicación inalámbrica. Este trabajo ha inspirado a 

realizar en un futuro, un monitoreo y control de las 

variables del clima dentro del invernadero, utilizando una 

red inalámbrica con topología malla. 

Monitoreo, unidireccional, Red inalámbrica
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Introduction 

 

An XBee module is a very small, versatile, 

secure and reliable radio device for sending 

information wirelessly. XBee modules belong to 

DIGI International, a family of cellular modems 

and radio frequency (RF) modules that provide 

wireless connectivity, for devices that connect 

machine-to-machine (M2M) and Internet of 

Things (IoT). RF XBee devices communicate 

through devices configured to create a LAN 

local area network, while cellular XBee devices 

connect through cellular networks (Faludi, 

2021). All of DIGI's XBee modules share a 

common command language, communication 

interface, input and output terminal design, 

creating a complete development and 

communication ecosystem that accelerates time 

to market and reduces costs in prototype 

development (Faludi, 2020). 

 

Zigbee is a low-cost, low-power wireless 

communication protocol (Faludi, 2020), which 

works with IEEE 802.15.4 physical board radio 

specifications and operates in unlicensed radio 

bands including 2.4 GHz, 900 MHz and 868 

MHz (DIGI, 2023). The XBee S2C is an RF 

module compatible with the Zigbee wireless 

communication protocol, works with a 

frequency of 2.4 GHz, incorporates SPI (Serial 

Peripheral Interface) and UART (Universal 

Asynchronous Receiver-Transmitter) 

communication, (Jahnke, 2021). Figure 1 shows 

the XBee S2C device and its terminal 

description. 

 

 
 

Figure 1 Description of the terminals of the XBee S2C 

module 

Source: Own elaboration, based on information from 

(DigiKey, s.f) 

 

 

 

 

Radio frequency XBee modules are ideal 

because they do not require designing radio 

circuits from scratch, they use unlicensed 

spectrum, their transmissions do not require line-

of-sight connectivity (Jahnke, 2021). Table 1 

describes the specifications of the XBee S2C 

module.  

 
Specifications 

Power Requirements 

Supply voltaje 2.1 to 3.6V  

Transmit current 33 to 45 Ma  

Receive current 28 to 31 mA  

Power down current 1μA  

Performance 

Data rate RF 250 Kbps, Serial up to 1 Mbps 

Indoor/urban range 200 ft (60 m)  
Outdoor/RF line-of-sight range 4000 ft (1200 m)   
Receiver sensitivity −100 dB

/ −102 dBm boost mode  

 
Table 1 XBee S2C module specifications 

Source: Own elaboration, based on information from 

(DigiKey, s.f; Xbee, s.f) 

  

The XBee Configuration and Test Utility 

(XCTU) software is a tool for configuring and 

managing XBee devices and networks. XCTU is 

used to update firmware for wired and wireless 

DIGI devices, customise XBee modules, view a 

complete real-time map of an IoT wireless 

network, measure the communication speed 

between two XBee modules, write code, perform 

range testing, check and measure power (noise) 

levels on various radio channels, understand and 

visualise what is being sent and received 

between two devices, and automate processes 

(Faludi, 2019). 

 

IoT is transforming manufacturing, 

agriculture and energy (Jones, 2022) and sectors 

that bring automation, intelligence and device 

connectivity (Jahnke, 2021). DIGI's wireless 

technology is used in public safety, energy 

efficiency, mobility in cities and urban areas 

(Locke, 2020), precision agriculture, sensor 

networks, medical devices (Faludi, 2020), smart 

lighting, wireless alarm and surveillance 

systems, building access control, solar 

photovoltaic fields and smart agriculture 

(Jahnke, 2021). 

 

DIGI International excels in the 

technological application of smart agriculture 

and precision farming. In this field of 

application, farmers have to balance water 

consumption and, at the same time, prevent crop 

damage due to under- or over-irrigation (Ulloa, 

n.d.).  
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In precision farming, automation and 

data from precision sensors are used to obtain 

higher crop yields and reduced production costs 

(Jahnke, 2021). In smart farming, soil moisture, 

temperature and ambient RH are monitored to 

communicate devices through the cloud and 

remotely control irrigation pumps and valves in 

order to optimise and use the right amount of 

water for crop yields (Schien, n.d.). 

 

Nowadays, the world's leading 

companies that develop and sell data acquisition 

and telemetry equipment for precision 

agriculture use devices from DIGI International 

(van Bavel, n.d.), which allow the farmer to 

review and receive alerts based on the data 

obtained from the sensors, in order to take 

appropriate action remotely (Locke, 2019). In 

greenhouse horticultural crops, wireless 

technology has been implemented in the 

monitoring of climate variables, because it 

provides flexibility in the installation of sensors, 

and cost reduction in infrastructure elements and 

maintenance complexity (PEREZ-GARCIA et 

al., 2022).  

 

This paper describes the implementation 

of a one-way wireless point-to-point 

communication between a transmitter unit and a 

receiver unit for temperature and RH monitoring 

inside a 10 m2 gothic type greenhouse with a 

curved roof located at the Polytechnic University 

of Juventino Rosas (UPJR). XBee technology 

was used to establish communication in the 

wireless network. The function of the transmitter 

unit was to read the sensors and wirelessly send 

the temperature and RH data to the receiver unit. 

The receiving and displaying of the sensor data 

was done by the receiving unit.  

 

The article is organised as follows: in the 

methodology section, the background of this 

work is described, which motivated further work 

on the continuation of the project. In the same 

methodology section, the electronic devices, 

computer equipment and graphical 

programming software that are part of the 

transmitting unit and the receiving unit are 

mentioned, as well as how the data from the 

sensors were concatenated in the wireless 

transmission and how they were disconnected 

during reception. Then, the tests and results 

section describes how the wireless network 

performed during the tests in the laboratory and 

in the greenhouse. Finally, the last section 

presents conclusions and future work. 

 

Methodology 

 

Background of the work: Data Acquisition 

System (DAS) 

 

This work was based on the methodology of 

PEREZ-GARCIA et al. (2020), in which a SAD 

was implemented to monitor air temperature and 

RH using the AMT1001 sensor. An electronic 

wireless monitoring and control board with 

XBee technology was used as hardware, and a 

Graphical User Interface (GUI) designed in NI 

LabVIEW virtual instrumentation software was 

used to numerically and graphically visualise the 

data. The data of the climate variables were sent 

from the electronic card to a personal computer 

(PC) in a wired way, using the asynchronous 

serial communication protocol RS232 and in a 

unidirectional way. Figure 2 shows the SAD 

system that implemented PEREZ-GARCIA et 

al. (2020). 

 

 
 
Figure 2 SAD system implemented by PEREZ-GARCIA 

et al. 2020, to monitor air temperature and RH.  

Source: Figure obtained from the work of PEREZ-

GARCIA et al. (2020) 

 

The electronic card for wireless 

monitoring and control used in the SAD has RX, 

TX and GND terminals to send and receive 

wired data, using a USB to TTL converter 

module between the card and a PC. For wireless 

communication, the electronic board has 

terminals for connecting an XBee module from 

the DIGI line. Figure 3 shows the terminals on 

the electronic card for wireless monitoring and 

control, for sending and receiving wired and 

wireless data.  
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Figure 3 Terminals of the electronic card for wireless 

monitoring and control, to send and receive data wired and 

wirelessly 

Source: Own Elaboration 

 

Making use of the wireless technology of 

the electronic card and with the background of 

the work of PEREZ-GARCIA et al. (2020), a 

SAD with unidirectional wireless 

communication can be realised to remotely 

monitor the temperature and RH inside an 

enclosure. 

 

Point-to-point wireless network 

 

A one-way point-to-point wireless 

communication network with XBee technology 

was implemented between a transmitting unit 

and a receiving unit for temperature and RH 

monitoring. The XBee S2C module of the 

transmitter unit was used as the end device, 

while the XBee S2C of the receiver unit was 

used as the coordinator of the wireless network. 

A graphical block diagram of the wireless 

network, consisting of the transmitting unit and 

the receiving unit, is shown in figure 4.   

 

 

 

 

 

 

 

 
 

 

 
Figure 4 Graphical block diagram of the point-to-point 

unidirectional wireless network between the transmitting 

unit and the receiving unit.  

Source: Own Elaboration 
 

 

 

 

 

 

 

The transmitting unit consists of 

temperature and RH sensors, and a wireless 

monitoring and control electronics board used in 

the methodology of PEREZ-GARCIA et al. 

(2020) as data acquisition hardware.  

 

Figure 5 shows the electronic card for 

wireless monitoring and control, which has an 

XBee S2C, and input terminals for connecting 

analogue and digital sensors.  

 

 
 
Figure 5 Wireless monitoring and control board with 

XBee technology 

Source: Figure obtained from the work of PEREZ-

GARCIA et al. (2020). 

 

A SparkFun XBee explorer dongle card 

connected directly to the USB port of a personal 

computer (PC), and the GUI designed in NI 

LabVIEW and modified from the PEREZ-

GARCIA et al. methodology (2020), are the 

elements that make up the receiver unit. The 

XBee S2C coordinator was connected to the 

SparkFun XBee explorer dongle card to 

wirelessly receive data from the sensors and 

send them via asynchronous serial 

communication to the PC.  

 

The sensor data were visualised in the GUI 

designed in the NI LabVIEW virtual 

instrumentation software. Figure 6 shows the 

elements of the receiver unit.  

 

Wireless 

monitoring and 

control board 

PC 

Sensors 

Transmitter unit Receiver unit 

Unidirectional communication 

Graphical User 

Interface 

XBee explorer USB 

board  

Peer to peer wireless 
communication 

end device coordinator 
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Figure 6 Elements of the receiving unit of the point-to-

point wireless network 

Source: Own Elaboration 

Transmitter unit devices used for 

measurement, display and data transmission 

Three sensors were connected to the electronic 

data acquisition board, the TMP36 analogue 

sensor with linear voltage output proportional to 

temperature (Maxim Integrated, 2019), the 

DS18B20 digital temperature sensor using the 

One-Wire communication protocol (Maxim 

Integrated, 2022) and the AMT1001 sensor 

module with two outputs, one logarithmic 

voltage output used to measure temperature and 

the other linear voltage output proportional to 

RH (Direct Industry, n.d.). A 2x16 LCD (Liquid 

Crystal Display) was used to display the 

temperature and RH data and the XBee S2C 

module was used for data transmission.  

The electronic data acquisition board has 

two voltage sources, one of 5 Volts that was used 

to power the PIC16F77A microcontroller, the 

LCD screen and the sensors, and another of 3.3 

Volts that was used to power the XBee S2C. 

Figure 7 shows the electronic diagram of the 

transmitter unit.  

Figure 7 Electronic diagram of the electronic data 

acquisition board used to read the sensors and send them 

wirelessly via RF 

Source: Own elaboration, electrical diagram obtained 

with Circuit Wizard software. 

The outputs of the TMP36 and DS18B20 

sensors and the AMT1001 sensor module were 

connected to the terminals of the PIC16F877A 

microcontroller as follows: The Vout output 

terminal of the TM36 sensor was connected to 

the RA2/AN2 analogue terminal, the DQ 

terminal of the DS18B20 sensor was connected 

to RE2/AN7, while from the AMT1001 module 

the Hout output was connected to RA0/AN0 and 

the logarithmic voltage output Tout was 

connected to RA1/AN1. The 4.7 KΩ resistor 

connected between terminals DQ and RE2/AN7 

is used to control the One-Wire communication 

bus, and the 20 KΩ precision potentiometer 

connected between Tout and RA1/AN1 was set 

to a value of 10 KΩ, to form a voltage divider 

with the 10KΩ negative coefficient NTC 

thermistor located internally of the AMT1001 

module. 

The LCD is connected to the D port of the 

PIC16F877A. The RC6/TX terminal of the PIC 

microcontroller was used to send the data in the 

form of Asynchronous Serial communication to 

the DIN terminal of the XBee module. As the 

XBee modules work with voltage levels of 3.3 

Volts and their input terminals do not tolerate the 

5 Volts handled by the PIC16F877A 

microcontroller, the electrical resistors R3 and 

R4 form a voltage divider, so that the data 

delivered to the DIN terminal of the XBee S2C 

module have a voltage level of 3.3 Volts. Figure 

8 shows the electrical diagram of the voltage 

divider formed by R3 and R4, and used in the 

circuit analysis, to find the equations that 

calculate the value of the electrical resistance 

𝑅4. 
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Figure 8 Voltage divider between the RC6/TX terminal of 

the PIC16F877A and the DIN terminal of the XBee S2C 

Source: Own Elaboration, electrical diagram obtained 

with Circuit Wizard software 

By performing the circuit analysis, in the 

electrical circuit of figure 8, equation 1 is 

obtained by applying Kirchhoff's Voltage Law 

(LVK) in clockwise order 

−𝑉𝑇𝑋 + 𝑉𝑅3 + 𝑉𝐷𝐼𝑁 = 0   (1) 

The voltage level V_TX delivered by the 

RC6/TX terminal of the PIC16F77A is 5 Volts, 

while the voltage level V_DIN that must reach 

the DIN terminal of the XBee S2C must be 3.3 

Volts. If you want to know the voltage across R3, 

you must clear VR3 from Equation 1 to obtain 

Equation 2. The voltage level V_TX delivered 

by the RC6/TX terminal of the PIC16F77A is 5 

Volts, while the voltage level V_DIN that must 

reach the DIN terminal of the XBee S2C must be 

3.3 Volts. If you want to know the voltage across 

R3, you must clear VR3 from equation 1 to 

obtain equation 2. 

𝑉𝑅3 = 𝑉𝑇𝑋 − 𝑉𝐷𝐼𝑁              (2) 

The electric current I flows through R3 and 

R4, and the voltage across R4 is the same as the 

voltage V_DIN delivered to the DIN terminal of 

the XBee S2C. Applying Ohm's law on R3 and 

R4 gives equations 3 and 4. 

𝑉𝑅3 = 𝐼 × 𝑅3    (3) 

𝑉𝐷𝐼𝑁 = 𝐼 × 𝑅4     (4) 

Clearing I from equation 3 gives equation 5. 

𝐼 =
𝑉𝑅3

𝑅3
 (5) 

Equation 5 gives the value of the total 

current of the electrical circuit in Figure 3.  

Substituting equations 3 and 4 into 

equation 1 gives equation 6. 

−𝑉𝑇𝑋 + 𝐼 × 𝑅3 + 𝐼 × 𝑅4 = 0    (6) 

Clearing R4 from equation 4 gives 

equation 7. 

𝑅4 =
𝑉𝑇𝑋

𝐼
− 𝑅3                                                        (7)

By knowing the value of the electrical 

resistance R3, and using equations 2, 5 and 7, the 

value of R4 can be obtained. The circuit analysis 

of the electrical circuit shown in figure 3 was 

carried out, considering that the value of the 

electrical resistance R3 

Transmission of wireless data by the 

transmitter unit 

After the PIC16F877A reads a temperature 

or RH sensor, it sends the data to the XBee S2C 

to be sent wirelessly. The data is sent in a seven-

byte ASCII string format in order to identify 

each of the sensor's data (Figure 9).  

Byte 

0 

Byte 

1 

Byte 

2 

Byte 

3 

Byte 

4 

Byte 

5 

Byte 

6 

I E1 E2 . D1 D2 LF 

Figure 9 ASCII character format used to identify sensor 

data. 

Source: Own elaboration, modified from the work of 

PEREZ-GARCIA et al. (2020)  

In wireless transmission, the first ASCII 

character sent is Byte 0 (I), which is used to 

identify each sensor data. The characters from 

Byte 1 to Byte 5 is the floating point data of a 

sensor. According to PEREZ-GARCIA et al. 

(2020), Byte 6 (LF) is the newline character (10 

in ASCII code) that is sent at the end of the 

string. Table 2 shows the value of the character I 

that was assigned to each sensor.  

Sensor variable Byte 0 (I) 

Temperature (AMT1001) 0 

HR (AMT1001) 1 

Temperature (TMP36) 2 

Temperature (DS18B20) 3 

Table 2 Value of character I assigned to each sensor 

Source: Own Elaboration 

𝑅3 
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The program code for the PIC16F877A 

microcontroller was edited with the CCS 

Compiler. To send the seven bytes from the 

microcontroller to the XBee S2C, the functions 

available in the research work of Henao & 

Duque (2009) were used. Figure 10 shows how 

the seven bytes of temperature data from the 

DS18B20 sensor were sent.  

 

//Send byte ‘3’ 

printf(“3”);  

//Send the temperature value of the DS18B20 

printf(“%0.2f”, Temperature3);  

//Send new line character, end of data 

putc(10);  

 
Figure 10 Functions used in the CCS Compiler, to send 

the ASCII characters from the DS18B20 sensor of the 

PIC16F877A to the XBee S2C configured as the final 

device 

Source: Own Elaboration, adapted from PEREZ-GARCIA 

et al. (2020).  

 

The printf("3") instruction was used to 

send Byte 3, with printf("%0.2f", temperature3) 

the Bytes of the temperature value of the 

DS18B20 sensor were sent, and finally with 

putc(10) the character (Byte 6) of the new line 

was sent.  

 

Reception of the wireless data by the 

receiving unit 

 

To read, plot and numerically display the 

data arriving at the PC serial communication 

port from the transmitter unit, the GUI used in 

the methodology of PEREZ-GARCIA et al. 

(2020) was modified. Figure 11 shows the block 

diagram of the GUI developed in NI LabVIEW. 

 

  
 

Figure 11 Block diagram of the GUI developed in NI 

LabVIEW 

Source: Own Elaboration, block diagram obtained from 

NI LabVIEW 

 

Figure 12 shows the blocks used to wait, 

read, separate and identify the format of the 

seven ASCII bytes of a temperature or RH data.  

 

 
 

Figure 12 Blocks in the graphical GUI programming, used 

to wait, read, separate and identify the format of the seven 

ASCII bytes of a temperature or RH data 

Source: Own Elaboration, block diagram obtained from 

NI LabVIEW 

 

The String Subset block separates byte 0 

and sends it to its output as a substring to be 

converted to an integer decimal number by the 

Decimal String block. The Index Array block, 

the Case Structure and the Fract/Exp String To 

Number block were used to identify and separate 

the character strings of the humidity and 

temperature sensors.  

 

Figure 13 shows the flowchart of the 

programming algorithm used in the graphical 

programming of the GUI to read, receive, 

convert to floating data and display the humidity 

and temperature sensor data.  

 

 
 
Figure 13 Flowchart of the programming algorithm used 

in the graphical programming of the GUI in NI LabVIEW.  

Source: Own elaboration, flowchart elaborated with the 

online software diagrams.net 
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Four graphs and four numerical indicators 

were placed on the LabVIEW front panel to 

graph and numerically display the data obtained 

from the temperature and RH sensors. Figure 14 

shows the GUI designed in the LabVIEW front 

panel and used in this work. 

Figure 14 GUI developed on the LabVIEW front panel to 

graph and numerically visualise data from the AMT1001, 

TMP36 and DS18B20 sensors 

Source: Own Elaboration, obtained from the LabVIEW 

front panel 

As shown in figure 14, three graphs and 

three numerical indicators were used to graph 

and display separately the temperature of the 

AMT1001, TMP36 and DS18B20 sensors, as 

well as one graph and one numerical indicator 

for the recorded RH data of the AMT1001 

sensor.   

Tests and results 

The point-to-point wireless communication 

network between the transmitting unit and the 

receiving unit was implemented to monitor air 

temperature and RH inside a 10 m2, 2.4 m high, 

curved-roof, gothic-type greenhouse. Inside the 

greenhouse there were 10 50-cavity polystyrene 

trays with broccoli seedlings. The greenhouse is 

located on the premises of the UPJR, and is 

shown in figure 15.  

Figure 15 Gothic type greenhouse with a 10 m2 curved 

roof, located in the UPJR facilities 

Source: Own Elaboration  

Testing and implementation of the wireless 

point-to-point network in the laboratory 

Before implementing the unidirectional point-to-

point wireless communication network in the 

greenhouse, wireless communication tests were 

carried out at a distance of approximately 7 

centimetres between the transmitting unit and 

the receiving unit. The tests were conducted in 

the UPJR electronics laboratory on 31 May 2023 

from 3:46 pm (figure 16).) 

Figure 16 Tests carried out in the electronics laboratory 

between the transmitting unit and the receiving unit 

Source: Own Elaboration  

On the LCD screen of the electronic 

monitoring and control board (figure 17), the 

temperature and RH values of the AMT1001 

sensor obtained in the data acquisition are 

displayed. The sensor data are read by the 

wireless monitoring and control board, displayed 

on the LCD screen and then sent wirelessly to 

the receiver unit. 



35 

Article     Journal of Information Technologies and Communications 
June, 2023 Vol.7 No.17 27-38 

ISSN 2531-2200 
ECORFAN® All rights reserved

PEREZ-GARCIA, Víctor, YAÑEZ-VARGAS, Israel, QUINTANILLA-

DOMINGUEZ, Joel and ZUÑIGA-CERROBLANCO, José. Implementation 

of a unidirectional wireless communication for monitoring Physical variables. 

Journal of Information Technologies and Communications. 2023 

Figure 17 Temperature and RH values of sensor 

AMT1001  

Source: Own Elaboration   

Figure 18 shows the data of the 

AMT1001, TMP36 and DS18B20 sensors in 

graphs and numerical indicators, within the GUI 

of the LabVIEW front panel. 

Figure 18 Visualisation of the AMT1001, TMP36 and 

DS18B20 sensor data in the GUI, in the tests carried out 

in the UPJR electronics laboratory 

Source: Own Elaboration, obtained from the LabVIEW 

front panel 

In the GUI, the grey graphs are used to 

plot the temperatures and the green graph was 

used to plot the RH of the AMT1001 sensor. In 

the lab, the data recorded by the sensors were as 

follows: the AMT1001 sensor recorded a 

temperature of 31.49 °C, the TMP36 29.66 °C 

and the DS18B20 30.43 °C, while the RH 

recorded by the AMT1001 sensor was 22.64 %. 

Testing and implementation of the wireless 

point-to-point network in the greenhouse 

On 01 June 2023 at approximately 3:00 pm, a 

wireless monitoring test was conducted inside 

the greenhouse. Sensors connected to the 

electronic wireless monitoring and control board 

were placed in the greenhouse (figure 19). A 12 

Volt battery was used to power the electronic 

wireless monitoring and control board and to 

carry out the data acquisition, visualisation and 

sending of data to the receiving unit.  

Figure 19 Temperature and RH monitoring inside the 10 

m2 gothic greenhouse. 

Source: Own Elaboration  

The receiving unit was placed outside the 

greenhouse, approximately 8 metres away from 

the transmitting unit. Figure 20 shows that the 

PC was placed outside the greenhouse to receive 

the temperature and RH data. 

Figure 20 Receiving unit placed outside the greenhouse 

Source: Own Elaboration 

Figure 21 shows in the GUI the 

temperature and RH data obtained from the 

AMT1001, TMP36 and DS18B20 sensors 

during the test run in the greenhouse.  

Figure 21 Visualisation of the data from the AMT1001, 

TMP36 and DS18B20 sensors in the GUI, during tests in 

the greenhouse 

Source: Own Elaboration, obtained from the LabVIEW 

front panel 
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As shown in figure 21, the data recorded 

by the sensors inside the greenhouse were as 

follows: sensor AMT1001 recorded a 

temperature of 47.81 °C, TMP36 42.86 °C and 

DS18B20 44.18 °C, while the RH recorded from 

the output of sensor AMT1001 was 25.41 %. 
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Conclusions and future work 

The main purpose of this work was to implement 

a unidirectional point-to-point wireless 

communication between a transmitter unit and a 

receiver unit, for the monitoring of 

environmental variables inside the 10 m2 

greenhouse located at the UPJR. A one-time test 

was conducted in the greenhouse to test the 

operation of the wireless communication, 

however, it is necessary to test how the wireless 

network behaves and functions over several days 

of operation.  

The sensors that were connected to the 

wireless monitoring and control electronics 

board (the AMT1001 that measures air 

temperature and RH, and the sensors that 

measure only air temperature TMP36 and 

DS18B20), were used only to obtain data and 

test that the wireless communication was 

operating properly. In future work, only one 

sensor to measure air temperature, one to 

measure RH, one to measure solar radiation and 

finally one to measure carbon dioxide (CO2) can 

be connected to the wireless monitoring and 

control electronics board.   

In the wireless network communication 

two XBee S2C modules were used, these devices 

can be exchanged for longer range 2.4 GHz or 

900 MHz line-of-sight XBee RF modules. In the 

DIGI device family, the XBee PRO S2C, XBee 

3 and XBee RR are 2.4 GHz RF modules, while 

the XBee PRO S3B is a 900 MHz RF module 

which can replace the XBee S2C. 

In future work, the wireless 

communication range between the XBee S2C 

used as the coordinator and the XBee S2C used 

as the end device should be tested using the 

Range Test tool in DIGI's XCTU software to 

determine the effective communication distance 

between the two XBee modules. The range test 

should be performed in the field and on the 

premises where the wireless communication 

network is to be installed, to take into account 

any obstructive objects. 

Further work should be done in LabVIEW 

graphical programming to add controls, 

numerical indicators, graphical indicators and 

sequence indicators to the GUI, examples: 

switches that switch one or more electric 

actuators, graphical and numerical indicators to 

display solar radiation and CO2, sequence 

indicators for date and time, and sequence 

indicators to store sensor data with date and time 

in Excel and text files.  

In this work, a wireless network with one-

way communication between the transmitting 

unit and the receiving unit was implemented. In 

future work, it is intended to implement 

bidirectional communication, so that the 

coordinator XBee module in the receiving unit 

can receive and send information. If two-way 

wireless communication is implemented, it will 

be possible to remotely control an actuator 

connected to the wireless monitoring and control 

electronics board from the GUI, using a 

programming algorithm and buttons on the 

LabVIEW front panel. 

A manual/automatic electric control board 

must be developed and implemented to control 

one or more electric actuators (water pump, 

solenoid valve, air extractor, geared motor for 

zenithal or lateral window, among others). The 

electronic monitoring and wireless control board 

shall be placed inside the electrical control panel 

to automatically and wirelessly control the 

actuators. The electrical control board shall be 

placed outside or inside the greenhouse. 

Using a mesh topology, it is intended to 

implement a wireless sensor network (WSN) 

with XBee technology. Two or more end device 

nodes will be located inside the greenhouse and 

will be in charge of measuring the climate 

variables. Each end-device node will consist of 

sensors and an XBee module.  
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The electronic wireless monitoring and 

control board used as a transmitter unit in this 

work must be used as a router in the WSN 

network and must be installed inside an 

electrical control board. The XBee module of the 

receiver unit used in this work shall be the 

coordinator within the mesh topology to manage 

the wireless network and the data obtained from 

the sensors in a timely manner. 
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