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Abstract

Objectives: Analyze, design and build backend
components (web API, XML web service and database)
and frontend (website) with Microsoft technology that
allow the integration of a functional workbench
platform to automate the launch of compiled smart
contracts in blockchain nodes hosted in Azure Cloud so
that they can be used by companies in general.
Methodology: The SCRUM methodology was applied
for the agile development of the technological products
of the backend and frontend, because it adapted very
well to the nature of this research, since in each iteration
there was always an update of the tools, programming
components, testing and configuring services to achieve
goals. Contribution: It is shown that the development
platform integrated by the solidity language, Azure
cloud blockchain, the Visual Studio .Net IDE and the
SQL Server database manager allowed to design and
build a blockchain workbench platform easily
exploitable by companies to validate their processes
and generate transparency in the handling of their
information.

Blockchain, Backend, Frontend

Resumen

Objetivos: Analizar, disefiar y construir componentes
backend (web API, servicio web XML y base de datos)
y frontend (sitio web) con tecnologia Microsoft que
permitan integrar una plataforma workbench funcional
para automatizar el lanzamiento de contratos
inteligentes compilados en nodos de blockchain
alojados Azure Cloud para que puedan ser utilizados
por empresas en general. Metodologia: Se aplicé la
metodologia SCRUM para el desarrollo agil de los
productos tecnoldgicos del backend y frontend, ya que
se adaptdé muy bien a la naturaleza de esta investigacion,
ya que en cada iteracidn siempre hubo una actualizacion
de las herramientas, componentes de programacion,
pruebas y configuracién de servicios para lograr los
objetivos. Contribucion: Se demuestra que la
plataforma de desarrollo integrada por el lenguaje
solidity, blockchain de Azure cloud, el IDE de Visual
Studio .Net y el manejador de bases de datos SQL
Server permitié disefiar y construir una plataforma
workbench de blockchain facilmente explotable por las
empresas para validar sus procesos y generar
transparencia en el manejo de su informacion.

Blockchain, Backend, Frontend
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Introduction

Currently, smart contract technology based on
the management of blockchain nodes has
increased the benefits generated for the
companies that consume them, but there is also
a growing need for a better way to design them,
validate them and finally submit them to
blockchain in order to take advantage of the
functionality of transparency in information
transactions and monitoring their evolution over
time.

Public and private companies in various
countries that have different business models
(lucrative or not) have already generated their
own technologies, but also in some cases already
use technologies based on blockchain nodes and
smart contracts on custom designs and that
regularly, has a high cost of design and
development, without contemplating the rent of
blockchain services that also depend on a stable
technological  infrastructure;  the  above
invariably implies an increase in the total cost of
the project (Hegedus, 2018).

However, it is currently considered that
blockchain and smart contract technologies do
not yet have a profound impact on open source
or proprietary development environments to be
able to integrate a development platform to
design and build backend and frontend
environments, resulting in a dependency of
companies on software factories to manage this
work behind closed doors (Nowinski and
Kozma, 2017).

This research work aims to demonstrate
that a technology project can have a flexible
development platform, integrating the following
added values over current applications based on
blockchain and smart contracts:

— It is based on open access and open
consumption technology (http request,
web APIs, web services, websites) so that
it can be used by any company regardless
of its infrastructure.

- It applies security of wuse on
administrator, business and operational
users for each company.
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- The backend consists of a relational
database for smart contract management
including a satellite data module to
customise the information for each
company. Within the web APIs and web
services considered in the backend, there
is middleware that allows the control of
smart contracts, their launch to
blockchain and the control of gas
consumption.

- Finally, the use of a Microsoft Azure
blockchain node is contemplated, as well
as the hosting of the web platform and
databases of the same owner, in order to
publish the backend and frontend
included in the project.

The result of generating a comprehensive
platform for the management of a blockchain
node applying open middleware (web APIs and
web  services), allows to have two
communication channels: 1) direct to http
request interfaces and 2) the frontend to be used
by companies and their users; however, this
objective allowed generating a flexible
blockchain and smart contract workbench, with
the lowest rental cost of services in the Azure
cloud so that it can be customised to each
company and this allows them to generate all the
smart contracts they need to consume them in
their strategic processes that they must register
in blockchain for secure, public and permanent
tracking.

The first section describes the agile
methodology that was used for the development
of this project, the second section mentions the
analysis, design and development of the backend
that integrates the database and its satellite
module, as well as the web service and the web
API necessary to develop the open middleware
for http requests that allow communication with
the Azure blockchain node and the database.
Finally, the third section describes the design
and development of the frontend that will
consume in a structured way the web services
and http requests through interfaces that allow
the management of the processes in a graphical
and secure way. Based on the categorisation of
MARVID Mexico, the present work corresponds
to area VIl of Engineering, in the field of
Engineering in the discipline of Systems
Engineering, to be applied in the sub-discipline
of Information Systems.
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1. Description of the applied Methodology

For the development of this applied research the
agile methodology Scrum was used because it
was the one that was best adapted to the way of
working and conditions of the technological
products that were generated; an important
aspect is that the project had to be adapted to the
circumstances of the context of blockchain, as it
always depended on the research and
development options that were available based
on the development platform chosen, to apply
iteratively design, coding and testing, to finally
implement each iteration.

Figure 1 Stages of the Agile Methodologies (Retamosa
Santos, 2015)

In order to validate each iteration of the
methodology, it was applied in the context of a
university, which needs to generate a smart
contract to record information in blockchain
about the students who have accredited the
training courses it offers, in order to generate
valid digital certificates that can be consulted at
any time by educational institutions or
companies.

2. Analysis, design and development of the
Backend

The development platform was selected based
on the tools and services applied to smart
contracts and the blockchain node, mainly
because of the openness found to configure the
node and the programming components
provided at that time by the selected provider:
Microsoft. The list of tools was as follows:
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Blockchain tools and components

- Solidity Language (compilation of smart
contracts on Ethereum Blockchain)

- Ganache - Truffle Suite (local testing
platform for Blockchain nodes)

- Azure Transaction Node - Blockchain

- Nethereum.Web3 and NewtonSoft.Json
(Libraries for smart contract interaction,
wallet creation and json object
manipulation)

Backend tools and services

- Microsoft Visual Studio .Net 2017
Developer (IDE for web API and web
service development)

- Microsoft SQL Server 2012 service pack
4

- Server language C#

- Communication standards: XML and
Json

- Azure Blockchain node

- Hosting for Web server with ASP .Net
technology and for SQL Server DB
server, with Microsoft as provider (Plesk
Onix Web Host was used).

The backend is made up of the following
technology products:

- Blockchain Node (Azure Cloud)

- Web API (Visual Studio .Net 2017)

- Support database and satellite data
module (SQL Server 2012 service pack
4)

- Web Service (Visual Studio .Net 2017))

BackEnd Azure
Block Chain
Web API
@ 7. e s New BCAAS
=5 ﬁ
Servicio Web XML

Figure 2 Azure Blockchain functional diagram with
backend
Own Design, 2022
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The following is a description of the
analysis, design and development applied for
each backend product.

Blockchain node (Azure Cloud)

The project started with the establishment of the
business rules to be able to create the smart
contracts, compile them and test launches in
local blockchain nodes (Ganache); once the
smart contracts were validated and executed in
local mode, a real node was generated in Azure
Blockchain to test launches of the same
contracts.

Servicios de Azwre

{ ] 9
| LT e

B Asure Blockchan
e Service

Recursos recemtes

Figure 3 Azure Blockchain Node Configuration
Own design, 2022

The following activities were carried out:

a. The smart contracts were previously
designed and compiled in the solidity
language in order to have the base files
with the required functions (registration,
reading, counts, events). Finally, there
will be 3 files that will support the
backend:

- sol file - This will contain the source code
of the smart contract.

— Json file - Will contain the base structure
of the smart contract (the interface of
functions, events, structures, attributes
and their public/private visibility).

- Json file - Will contain the compiled code
of the smart contract (programmed in
solidity).
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b. Having controlled the correct versions of
the smart contracts in Json files, the next
step was to create a blockchain node in
Azure, to configure it and publish it on
the internet as a licensed service (only for
administrator users). We managed to
create wallets to later launch the
compiled smart contracts both locally
(Ganache) and on the Azure blockchain
node, being successful both in the
contract launches and in the execution of
its functions of reading and writing
blocks.

Web API (Visual Studio .Net 2017)

Once the process of compiling smart contracts
and testing the launches and executions on the
actual blockchain node in Azure was secured, we
proceeded to generate the web API in Visual
Studio .Net 2017 to achieve communication with
the Azure Blockchain node and automatically
execute the launches and also the methods
defined in the smart contract. The rules applied
for the design of the web API are as follows:

a. The Nethereum.Web3 and
NewtonSoft.Json libraries were included
in the web API configuration to ensure
the connection with the Azure
Blockchain node and to manipulate the
input and output parameters through
Json-like structures. The following
figure shows the <installed> status of the
Nethereum.Web3and NewtonSoft.Json
libraries applied in the web API project:

} Kaysters genanstion, enc
Storage defevbon, Mipc

Newtonsoft.)son po )

Figure 4 Installation of the Nethereum and NewtonSoft
libraries in Visual Studio .Net
Own Design, 2022

The following figure shows the
references to the libraries implemented in the
configuration web page and in the class files
implemented in the developed API.:
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The following is the header of the Json

Il o~ file containing a smart contract successfully

using Netheteun Hex, HexTy
uaing Nowt

using Neut

using

using

using AFlLanib M

namespace APl
{

Figure 5 Import of the Nethereum and NewtonSoft
libraries into the web API driver
Own Design, 2022

b. The web API methods were created to
receive the Json files that integrate the
compiled smart contract and the base
structure, to validate them through a
syntactic and semantic analysis as they
must have the same definitions to ensure
a successful launch to the Azure
blockchain node and finally create a new
blockchain based on the sent contract.
For this, the connection data to the node
must also be configured as follows:

Figure 6 Azure blockchain node connection attributes
from the web API
Own Design, 2022

C. The web API methods were also built to
send the execution of the methods
defined in the smart contract that has
been launched, as they can receive
parameters or not and can also send
varied output results (mapping of the
whole blockchain, a single block or
specific data of a localised block), thus
the following methods were generated:

Figure 7 Definition of the DeployContract method in the
web API for launching smart contracts
Own Design, 2022
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compiled with the Solidity language:

i
"contractName": "certificadoDigital",
n"ahi"- [

{
"inputs": [1,
"payable": false,
"stateMutability": "nonpayable™,
"type": "constructor™

b

Figure 8 Header of a smart contract compiled with solidity
in Json format
Own Design, 2022

d. Tests were designed to validate the
connection of the web API in local mode
with the Azure blockchain node, which
were successful. At this point the release
version of the web API was generated so
that it could be deployed on a compatible
web server. The next step was to mount
the web API on the Plesk Onix host,
validating the ASP.Net versions and the
http request execution configuration to
be supported by the server. The
execution tests were applied again
(creation of wallets, launching of smart
contracts to create blockchains and
finally execution of methods for block
registration, partial and total readings of
the blockchains), which were again
successful, but now on the host.

-'msg"y  Array[1]
"La cuenta fue generads exitosamente”

"newhccount”: "Bxd6edle7021b35660d4T40879452f1dacate5f1e2"

Figure 9 Message returned by the Web APl on execution
of the method to create a wallet
Own Design, 2022

The following figure shows the control
panel of the Plesk Onix host where the web API
was installed and configured (and subsequently
the web service and the project database were
also installed):
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Figure 10 Plesk Onix Host Control Panel
Own Design, 2022

Supporting database and satellite data
module (SQL Server 2012 service pack 4)

Having already implemented the Azure
blockchain infrastructure and the web API on the
host to manage wallets, launch smart contracts
and execute blockchain methods, the next step
was the generation of the data layer in
Microsoft's SQL Server 2012 sp4 database
manager, which allowed the management of
smart contract information, registration and
control of their launches, as well as the execution
of the contract methods to manipulate all the
blockchains that need to be created; allowing
any organisation (regardless of its core business
model) to have its own information, users and
security in the management of its data. The
objective of designing the database to cover the
aforementioned  requirements  was  the
integration of a module of entities called
"satellite”, which allowed to store Json formats
in its structure so that each company can link
additional information to each smart contract
launched to the Azure blockchain node and thus
achieve to have the official information in
blockchains (not modifiable) and also additional
data of each block in the satellite database
(modifiable).

Finally, stored procedures were
generated to manage the database tables and the
"satellite” module to encapsulate the data layer
and allow the business rules layer to have a
secure connection and execution of the
processes; finally generating 63 stored
procedures.
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Figure 11 Satellite" database entities module in-house
design, 2022

Having the database script and data
objects created locally, we proceeded to its
migration on the Plesk Onix host under the same
version of the database manager (SQL Server
2012 sp4 from Microsoft) succeeding in the
creation of all data objects, finally we created the
corresponding connection string to apply it in the
web service layer.

&« C A Noseguro | mssglerp.lanib.mx/mylittleadmin.aspx
- T - |55
=7 Databases .
| | Tables

= |_J Syst=m Datzbases

= [_3 Dstabase Snapshots

=1 [ User Dztabases Mzmaz
administrator
netancessC

PINWRLSK1250L23 |

kocation

R Rk B Rl bk bR ek bl el
i W= o

3 [LJ Synonyms
=1 -3 Programmability

activehdministrator
753 activeSubl lser

Figure 12 mylittleadmin control panel for Plesk Onix host
databases
Own Design, 2022
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Web Service (Visual Studio .Net 2017)

Up to this point we have managed to configure
and manage the Azure blockchain node through
aweb API both published on the internet, as well
as the design and construction of the database
that will have the structure of the information
that will be managed by companies, universities
or any organisation that requires to launch smart
contracts to the Azure blockchain node to
generate blockchains on the information they
generate and give official validity.

The next step is the last one in the
backend and consisted of designing and
developing an additional business rules layer to
have an alternative connection to the Azure
blockchain node and the satellite database but
now from websites and mobile platforms: an
XML web service to encapsulate the execution
of the web API and the web methods needed to
manage the execution of the database's stored
procedures.

The XML web service aims to centralise
the execution of the web API and the database
management to support the frontend platform
(web and mobile) that will be responsible for
giving a complete view of the workbench
platform operation to companies, universities or
any organisation that needs to implement Azure
blockchain in their IT processes.

The construction of the XML web
service had two important modules:

a) Configuration  of  the
references:

necessary

— Reference to the public url of the Plesk
Onix host web API.

- Connection string to the database and its
satellite module, located on the Plesk
Onix host.

- Reference to the connection url to the
Azure blockchain node.

Figure 13 Plesk Onix host database connection string
Own Design, 2022
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b.-) The encapsulation classes with all the web
methods that handle communication with the
web API and the database

Figure 14 XML Web Service "SmartContractDeploy"
web method
Own Design, 2022

3. Frontend design and development

This section describes the design and
functionality applied in the presentation layer
built to consume the XML web service of the
backend in order to give users of this Azure
blockchain workbench platform control and
security over the handling of their information;
italso covers user types, permissions, tracking of
smart contract releases and blockchain creation
for their internal processes.

FrontEnd BackEnd

Web site e

@l g > §(I>|
o <( /_7: s _;.';:

/r/;
S,
- Servicio Web XML
SQL =

‘ 1

Figure 15 Functional diagram of frontend and backend
Own Design, 2022

The presentation layer is a website that
covers the following design and functional
characteristics:

a) Contains the configuration in XML
format of the secure connection string for
the migrated database on the Plesk Onix
host.

DANIEL-MARTINEZ, Wendy, SANTANA-VALADEZ, Luis
Alejandro, ZAMUDIO-GARCIA, Victor Manuel and HERNANDEZ-
PEREZ, Faride. Implementation of a workbench platform for the
management of smart contracts in BlockChain nodes on Azure
CloudJournal Information Technology. 2022



Article

45
Journal Information Technology

b) Contains the XML web service and web
API references in the same configuration
file, to be applied in the method
encapsulation classes, this ensures the
information and execution of the XML
web service or web API.

AR Llexp.lanil ma/ wehaRCLanAbMeR e yicelachRod/ Vebie i atta
basichttphinding Weblarviceticap
velackindServices WebldarviceSosp Veblerviowicap
BALR JJexp lanih salwebaBClanibiebiesyice valsOrganisatios asm
“‘basicuttpbinding webaOrgeaizatisnioap

‘walervices wabeCzganisationSosp vebsOrganizaticndoap”

Figure 16 Frontend references for XML web services
Own Design, 2022

C) The design of the web interfaces is
functional, practical and responsive to be
deployed on any display dimension
(standard PC, tablet or smartphone) as it
is based on the integration of the
bootstrap framework:

Figure 17 Frontend web design
Own Design, 2022

d) It manages three types of users, a)
Administrator  of the  workbench
platform, b) Superuser for the T.1.C. or
administration area of the organisation,
and c¢) Subuser to be assigned to
operational employees.
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Administrador LANIB

Inicio Dashboard
Organizaciones

e , R - —Tro
Administradores

& ~ . O
Super Usuarios

2 Sub usuarios

H Smart Contracts

Figure 18 Administrator's options menu
Own Design, 2022

e) It contains a menu of functions to
configure the company and the
generation of its password wallet on the
Azure blockchain node which will be
unique for each company registered on
the blockchain workbench platform,
finally each smart contract release and
blockchain creation will be linked to the
enterprise wallet for monitoring.

Administrador LANIB

A Inicio
Organizaciones

B nueva organizacion

@ Organizaciones registradas

Administradores
Super Usuarios

Sub usuarios

Smart Contracts

Figure 19 Detailed options for organisations
Own Design, 2022

f) The "smart contracts™ menu options have
full tracking over the launch of a smart
contract in a company, to be used by
superusers or sub-users of each
registered company.
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Figure 20 Interface for registering and uploading smart
contracts
Own Design, 2022

9) It includes a register and control for each
smart contract launched to the Azure
blockchain node to generate blockchains
and also has a control over the execution
of the methods of each blockchain,
allowing to apply an online analysis of
the execution requirements depending on
each defined smart contract (the web
interface  for methods execution is
dynamic and is configured so that the
user captures the necessary parameters
for validation of data types and correct
execution).

B Sman Contracts de la coganizacide

Figure 21 Interface for launch tracking and method
execution of all smart contracts
Own Design, 2022

Each successful launch of a smart
contract to the Azure blockchain node will allow
the execution of the methods it contains to
generate the required blockchains of the process
the company needs to secure. The following
figure shows the dynamic interface used for
smart contract launches on the frontend:
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P Ingrese contrasens de la Wallet para continuar
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Figure 22 Interface for configuring the launch of a smart
contract
Own Design, 2022

4. Results
Backend analysis, design and development

a) It was possible to build a programming
algorithm to manipulate a smart contract
compiled in the solidity language; also
allowing the application of parsing in its
structure so that a web API can launch it
to an Azure blockchain node and thus
finally generate blockchains  with
minimal or no gas consumption.

b) Nethereum.Web3 and NewtonSoft.Json
libraries were successfully applied in the
Visual Studio .Net IDE to create web
APl and web services projects to
communicate with Azure blockchain
nodes.

c) Automated the launching of smart
contracts to Azure blockchain nodes
based on the Json file of the contract
previously compiled in solidity language
and also the Json format of the base
structure of the contract in order to apply
the syntactic analysis that validates the
content of methods, attributes, events
and mappings of the contract.

d) A web API was built to communicate
with the Azure blockchain node to
validate the execution of methods via
http request with input parameters in
Json format; this process allowed the
automation of the launching of smart
contracts and the execution of methods
integrated in the generated blockchains.
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e) A database was created to manage the
information of the companies that will
consume the services of the workbench
platform, however, a module of
"satellite™ entities was also integrated to
ensure that the smart contracts only
register the official information that will
not change and finally in the "satellite™
module, the information related to the
blockchain is registered, which can be
modified, as it will be stored in Json
format.

f) An XML web service was implemented
that allowed the execution of all the
methods of the built web API and also
integrated the execution of the methods
that manipulate the database and the
"satellite” module included in the data
layer.

)] Successfully generated and configured
an Azure blockchain node in Azure
Cloud; to access it with the call and send
methods integrated in the execution of
smart contract launches.

h) The web API, XML web service and
database were published on the Plesk
Onix host using a configuration
compatible  with  the  Microsoft
development platform that was used to
build the technology products of this
research.

Frontend design and development

a) The website was built with the frontend
function for the blockchain workbench
platform by applying client frameworks
such as bootstrap to generate the
necessary web interfaces.

b) Successfully migrated and configured
the website on the Plesk Onix host to
publish to the internet and allow
communication with the web API and
XML web service, configured on the
same host.
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5. Annexes

This section shows evidence of source code and
data models that support the design and
execution of the backend (web API and web
service XML), and also shows evidence of
execution on the services built via http request to
check the correct validation of the smart
contracts before their launch or during the
execution of their methods.

The following figure shows the structure
of the Json format to send to the web API the
structure that the smart contract compiled in
solidity should have, this allowed the XML web
service to validate the execution interfaces of the
methods it contains.:

Figure 23 Json structure of a university's compiled smart
contracts for digital certificate control
Own Design, 2022

The following figures show the results of
the execution of two methods of the web API via
http request, the outputs are handled in Json
format in order to send the data resulting from
the validations defined in the method; the
parameters received from Azure blockchain that
integrate the execution status in the node are also
integrated: a.-) the first figure indicates the
successful registration of a wallet in blockchain
and b.-) the second figure shows the successful
launch of a smart contract to blockchain

"La cuenta fue generada exitosamente”

Figure 24 a.-) Json resulting from the web API for
registering a wallet on blockchain
Own Design, 2022
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Figure 25 b.-) Json resulting from the web API for the
successful launch of a smart contract
Own Design, 2022

The following figure shows the XML
web service execution interface with the list of
web methods published on the host to be
consumed by the frontend:

websOrganization

Figure 26 XML web service published web methods
console
Own Design, 2022

The following figures show the results of
the execution of two web methods of the XML
web service via standard http, the outputs are
handled in XML format in order to send the data
to the frontend; in each web method the
communication with the web API is executed
internally to send requests to the Azure
blockchain node and also to the database to
generate the required communication between
the layers that integrate the workbench platform:
a.-) the first figure indicates the successful
registration of a wallet in blockchain and b.-) the
second figure shows the successful launch of a
smart contract into blockchain.
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Figure 27 a.-) Xml resulting from the web service for
registering a wallet on blockchain
Own Design, 2022

Figure 28 b.-) Xml resulting from the web service for the
successful launch of a smart contract
Own Design, 2022
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8. Conclusions

a) Successfully completed the construction
of the workbench platform on Azure
blockchain nodes in the Azure Cloud,
having the opportunity to do all the
required tests for each layer of the
platform (data, business rules and
presentation) in the context of a
university with the need to generate
digital certificates to their students on
accredited courses but previously
registered on blockchains of the smart
certificate launched on the Azure
blockchain  node  (showing the
corresponding evidence in the figures,
schematics and codes)
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b) Definitely, blockchain being a new and f) The constructed workbench platform has

d)

abstract technology in its conception and
operation, there are very few sources of
information and reliable documentation
from the technological point of view to
be able to have reference (Ahram,
Sargolzaei, Sargolzaei, Daniels and
Amaba, 2017). However, at the end of
this research there are no technological
products with the characteristics of
workbench platform applying
blockchain, so this applied research will
serve as evidence of the widespread
implementation of blockchain nodes
with the lowest cost of development and
implementation but that can be applied to
any company, industry or organisation in
general for the processing of its
information.

Blockchain is a reliable technology, but
at the same time it is new. There are still
few  vendors, components  and
documentation in the blockchain field
and now with the recent blockchain as a
service (BAAS) platform it is imperative
to maintain a permanent research on this
emerging technology to have the best
options for developing and upgrading
blockchain workbench platforms in the
short and medium term.

The workbench platform built in this
project has a wide field of application in
the integration with the Internet of
Things (loT) to validate and record
information generated in large quantities
as a result of sensor data management
processes at industrial, business or
personal level; It can also be applied in
the registration and control of people's
identity to process personalised
transactions or, as a priority, it can be
applied in the registration, monitoring
and control of vaccination certificates,
both the COVID-19 and the vaccination
booklet that all Mexican citizens are
entitled to have and use throughout their
lives.

The application areas of blockchain
nodes and specifically this workbench
platform are numerous, as it can be
configured to the processes and
transactions required by the company
applying this technology.
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great opportunities for improvement due
to the current development platforms and
services provided by the existing
compute clouds:

Currently there is already a blockchain
service (Blockchain As A Service -
BAAS) which did not exist at the time of
this research. Replacing the Azure
blockchain node with one of the 10
current BAAS providers on the internet
(AWS, IBM, Corda, Nodesmith,
Dragonchain, among others) will be a
migration of great impact, because now it
will be possible to manage the growth in
the use of nodes and users (companies)
that use the workbench platform, this will
allow for greater savings in costs and
implementation times.

As the basis of the backend is the server
language and the web development IDE,
it is suggested to migrate to the open
source languages Python and Java to
further decrease the cost of developing
and updating the workbench platform
(Pilkington, 2016), but it will be
necessary to investigate with BAAS
providers the release of libraries
compatible with the communication
towards the BAAS nodes that are built,
as the solidity language is still a standard
for the development of smart contracts.

The  above  suggestion  implies
considering now open source based web
servers: apache, tomcat and derived
versions of these in order to migrate the
web APl and XML web service to these
technologies. It is recommended to
continue applying XML and Json
standards for communication between
the business rules layers of the
middleware.

Regarding the frontend module, it is also
suggested to migrate the design to open
source client tools such as: JSP or PHP
web pages that are compatible with
current interface design frameworks
(bootstrap, angular, among others); they
also have server-side functionality to
interact with the middleware built.
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- It is recommended to migrate the
Database and the satellite entities module
to the mySql database manager, this will
open up the possibilities of selecting a
hosting with lower and more accessible
rental costs, since both the backend and
frontend would be migrating to open
source platforms.

- It is recommended to continue using
Ethereum as the base network for
enterprise blockchain, but we should not
lose sight of the fact that there are
currently more enterprise networks
whose capacity, reliability, level of
security and privacy, as well as
transaction transfer speed, must be
validated in order to be recognised as a
base network for blockchain (Werner,
Lawrenz and Rausch, 2020).
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